Firewall techniques

= What is a firewall?

A firewall is a hardware or software device which is configured to
permit, deny, or proxy data through a computer network which
has different levels of trust.

yz/

= Types of operation .
Simple packet filter s ;;ﬁfffi -.
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Firewall Rules

Filtering
Ingress: Filter incoming traffic
Egress: Filter outgoing traffic

Default Policy

Accept all versus reject all

Deny Access
Drop - silently drop packet
Reject - drop packet and inform sender

Transparency
firewall and network fingerprinting



Firewall Rule Processing
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Stateless Firewall - Packet Filter

Functionality

= examine a packet at the
network layer

= decision based on header
In packet

Pros
= application independent

= good performance and
scalability

Cons

= No state or application
context
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Stateful Firewall

Functionality

= keep track of the state of
the network connections

= decision based on session
state

Pros
= easyer to specifiy rules

Cons
= state explosion
= gstate for UDP?
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Application Layer Firewall

Functionality
= take application state into
security decision

Pros
= application layer awareness

Cons

= supported application
protocols

= performance, scalability

‘ Telnet  FTP HTTP 5&

L

Application | () Application Application
Preasntation Presentation Fresentation
Seasion Sassion
Traraport Transport Transport
Metwaork
Data Link Data Link Data Link
Physical Physical Physical




Packet Processing In iptables

* |P tables is complex for the beginner.
* Three builtin tables (queues) for processing:

1. MANGLE: manipulate QoS bits in TCP header

2. FILTER: packet filtering, has three builtin chains (your firewall policy rules)
Forward chain: filters packets to servers protected by firewall
Input chain: filters packets destinated for the firewall
Output chain: filters packets orginating from the firewall

3. NAT: network adress translation, has two builtin chains

Pre-routing: NAT packets when destination address need changes
Post-routing: NAT packets when source address need changes



Processing For Packets Routed By The Firewall 1/2

Queue

Function

Packet
transformation

Chain Function

Filter

chain in Queue

Translation

Facket filtering FORWARD Filters packets to servers accessible by
another MIC on the firewall.
LT Filters packets destined to the firewall.
QOUTRLUT Filters packets originating from the firewall
Mat | Metwork Address PREROQUTIMNG Address translation occurs befare rauting.

Facilitates the transformation of the
destination IP address to be compatible
wiith the firewall's routing table. Used with
MAT of the destination |IP address, also
known as destination NAT or DNAT.




Processing For Packets Routed By The Firewall 2/2

POSTROUTIMG

Address translation occurs after routing.
This implies that there was no need to
modify the destination IF address of the
packet as in pre-routing. Used with MAT of
the source IF address using ether
ane-to-one or many-to-ane MNAT. This is
known as source MAT, or SNAT.

OUTPUT

Metwork address translation for packets
generated by the firewall. (Rarely used in
SOHO emviranments)

angle

TCP header
modification

FREROUTIMNG

FOSTROUTIMG

OUTPUT INPUT
FORWVYARD

Modfication of the TCF packet quality of
semice bits befare routing occurs
(Farely used in SOHO emironments)
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Targets And Jumps 1/2

ACCEPT

e iptables stops further processing.
 The packet is handed over to the end application or the operating system for processing

DROP

e iptables stops further processing.
 The packet is blocked.

LOG

* The packet information is sent to the syslog daemon for logging.

* iptables continues processing with the next rule in the table.

* Youcan't log and drop at the same time ->use two rules.
--log-prefix “reason”

REJECT

* Works like the DROP target, but will also return an error message to the host sending the packet
that the packet was blocked

--reject-with qualifier Qualifier is an ICMP message



Targets And Jumps 2/2

* SNAT

. Uselsl to do source network address translation rewriting the source IP address of the
packet

* The source IP address is user defined
--to-source <address>[-<address>][:<port>-<port>]

* DNAT

* Used to do destination network address translation. ie. rewriting the destination IP
address of the packet

--to-destination ipaddress

* MASQUERADE

 Used to do Source Network Address Translation.

* By default the source IP address is the same as that used by the firewall's interface
[--to-ports <port>[-<port>]]



Important Iptables Command Switch Operations 1/2

iptables

command
J'Swit:h

Description

-t <tahlel=

If wou don't specify a table, then the £ilter table s
assumed. As discussed before, the possible built-in
tables include: filter, nat, mangle

-7 =target>-

Jump to the specified target chain when the packet
matches the current rule.

Append rule to end of a chain

Flush. Deletes all the rules in the selected table

- <protocol-typel=

FMatch protocol. Types include, icmp, cop, udp, and
=11




Important Iptables Command Switch Operations 2/2

—-= <ip-address> MMatch source |IP address

-d <ip-address> Match destination IP address

—i «<interface-name> fFatch "input” interface on which the packet enters.
—o «<interface-name> Fatch "output” interface an which the packet exits

« We try to define a rule that will accept all packages on interface ethQ that uses TCP and
has destination address 192.168.1.1.

« We first define the MATCH criterias:
Use default filter table (absense of —t )
Append a rule to end of INPUT chain (-A INPUT )
Match on source address can be any 0/0 address (-s 0/0 )
Input interface used is ethO (-i eth0O )
Match on destination address 192.168.1.1 (-d 192.168.1.1)
Match Protocol TCP (-p TCP)
If all matches is fulfilled, then jump to ACCEPT chain. (-j ACCEPT )

» iptables -A INPUT -s 0/0 -i ethO -d 192.168.1.1 -p TCP -] ACCEPT




Common TCP and UDP Match Criteria

Switch Description

-1 top ——sport <pord> TCPF source port
Can be a single value or a range in the farmat:
stant-port-number end-port-number

—p tcp ——dport <port> TCF destination port
Zan be a single walue aor a range in the farmat:
starting-port ending-pont

—pD Lcp ——sS¥n Used to identify a new TCPF connection request

| --syn means, not a new connection request

—p udp ——sport <pori> LIDF source port
Can be a single value aor a range in the farmat:
starting-part aending-poyt




Common ICMP (Ping) Match Criteria

Matches Description
used with

—-icmp-type

——icmp-type <typex The most commonly used types are
echo-reply and echo-request

* Allow ping request and reply

« iptables is being configured to allow the firewall to send ICMP echo-requests
(pings) and in turn, accept the expected ICMP echo-replies.

iptables -A OUTPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables -A INPUT -p icmp --icmp-type echo-reply -j ACCEPT
e Put limit on ping to prevent flood pings
iptables -A INPUT -p icmp --icmp-type echo-request \
-m limit --limit 1/s -i ethO -j ACCEPT



Defense for SYN flood attacks

* —m limit sets maximum number of SYN packets

 iptables is being configured to allow the firewall to accept maxim 5
TCP/SYN packeds per second on interface ethO.

iptables -A INPUT -p tcp --syn -m limit --limit 5/s -i ethO -j ACCEPT

* If more than 5 SYN packets per second, the packets are dropped.
* If source/destination sence dropped packets, it will resend three times
* |f drops continue after 3 reset packets, source will reduce packet speed.



Common Extended Match Criteria 1/2

Switch Description

—m multiport ——sSport <port, Aovariety of TCRYLUDPRP source ports separated by commas.

ports nlike when —m 1sn't used, they do not hawve to be within a
range.

—m maltiport ——dport <port, Aovariety of TCHRAUDRF destination pords separated by

pPorit= comimas. Lnlike when —m isnt used, they do not hawve to be

within a range.

—m maltiport ——ports <port, A ovariety of TCHEALUIDE ports separated by commas. Source
Ports and destination ports are assumed to be the =same and
they do not have to be within a range.

—m ——state <sitates The most frequently tested states are:

ESTABLISHED: The packet is part of a connection that
has seen packets in both directions

NEW: The packet is the start of a new connection

RELATED: The packet 1= starting a new secaondary
connection. This s a common feature of such protocols
such as an FTPF data transfer, or an 1SRAP error.

INVALID: The packet couldn't be identified. Could be due
to insufficient systerm resources, or ICMF errors that don't
match an existing data flow.




Common Extended Match Criteria 2/2

* Allow both port 80 and 443 for the webserver on inside:

iptables -A FORWARD -s 0/0 -i ethO -d 192.168.1.58 -0 eth1 -p TCP \
--sport 1024:65535 -m multiport --dport 80,443 -j ACCEPT

* The return traffic from webbserver is allowed, but only of sessions are
opened:
iptables -A FORWARD -d 0/0 -0 ethO -s 192.168.1.58 -i eth1 -p TCP \
-m state --state ESTABLISHED -} ACCEPT

* If sessions are used, you can reduce an attack called half open

Half open is known to consume server all free sockets (tcp stack memory) and is
senced as a denial of service attack, but it is not.

Sessions are usally waiting 3 minutes.



Examples

* iptables —L INPUT

* iptables —P INPUT DROP

* iptables —A INPUT —s 129.132.16.11 5 129.132.16.11 —p icmp —j DROP
* iptables —A INPUT —s ! 129.132.16.11 -j ACCEPT

* iptables —A INPUT —p ! tcp -j DROP

* iptables —D INPUT 14




Using User Defined Chains

* Define fast input queue:
iptables -A INPUT -i ethO -d 206.229.110.2 -j fast-input-queue

e Define fast output queue:
iptables -A OUTPUT -o eth0 -s 206.229.110.2 -j fast-output-queue

* Use defined queues and define two icmp queue’s:
iptables -A fast-input-queue -p icmp -j icmp-queue-in
iptables -A fast-output-queue -p icmp -j icmp-queue-out

* Finally we use the queue’s to define a two rules:

iptables -A icmp-queue-out -p icmp --icmp-type echo-request \
-m state --state NEW -j ACCEPT

iptables -A icmp-queue-in -p icmp --icmp-type echo-reply -j ACCEPT



Vége

e K6szondm a figyelmet!



