
 



 



 



 



 



 



Packet Processing In iptables  
• IP tables is complex for the beginner. 

• Three builtin tables (queues) for processing: 
 
1. MANGLE:  manipulate QoS bits in TCP header 
 
2. FILTER:  packet filtering, has three builtin chains (your firewall policy rules) 
 
 Forward chain: filters packets to servers protected by firewall 
 Input chain: filters packets destinated for the firewall 
 Output chain: filters packets orginating from the firewall 
 
3. NAT: network adress translation, has two builtin chains 
 Pre-routing: NAT packets when destination address need changes 
 Post-routing: NAT packets when source address need changes 
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Targets And Jumps 1/2 

• ACCEPT 
• iptables stops further processing. 
• The packet is handed over to the end application or the operating system for processing  

• DROP 
• iptables stops further processing.  
• The packet is blocked. 

• LOG 
• The packet information is sent to the syslog daemon for logging. 
• iptables continues processing with the next rule in the table. 
• You can't log and drop at the same time ->use two rules. 
 --log-prefix ”reason"  

• REJECT 
• Works like the DROP target, but will also return an error message to the host sending the packet 

that the packet was blocked  
 --reject-with qualifier Qualifier is an ICMP message  



Targets And Jumps 2/2 

• SNAT 
• Used to do source network address translation rewriting the source IP address of the 

packet  
• The source IP address is user defined  
 --to-source <address>[-<address>][:<port>-<port>]  

• DNAT 
• Used to do destination network address translation. ie. rewriting the destination IP 

address of the packet  
 --to-destination ipaddress  

• MASQUERADE  
• Used to do Source Network Address Translation.  
• By default the source IP address is the same as that used by the firewall's interface  

[--to-ports <port>[-<port>]]  
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• We try to define a rule that will accept all packages on interface eth0 that uses TCP and 

has destination address 192.168.1.1. 

• We first define the MATCH criterias: 

Use default filter table (absense of –t ) 

Append a rule to end of INPUT chain (-A INPUT ) 

Match on source address can be any 0/0 address (-s 0/0 ) 

Input interface used is eth0 (-i eth0 ) 

Match on destination address 192.168.1.1 (-d 192.168.1.1) 

Match Protocol TCP (-p TCP ) 

If all matches is fulfilled, then jump to ACCEPT chain. (-j ACCEPT ) 

• iptables -A INPUT -s 0/0 -i eth0 -d 192.168.1.1  -p TCP -j ACCEPT 



Common TCP and UDP Match Criteria  



Common ICMP (Ping) Match Criteria  

• Allow ping request and reply 
• iptables is being configured to allow the firewall to send ICMP echo-requests 

(pings) and in turn, accept the expected ICMP echo-replies.  
 

iptables -A OUTPUT -p icmp --icmp-type echo-request -j ACCEPT 
iptables -A INPUT  -p icmp --icmp-type echo-reply   -j ACCEPT  

• Put limit on ping to prevent flood pings 
iptables -A INPUT -p icmp --icmp-type echo-request \ 
  -m limit --limit 1/s -i eth0 -j ACCEPT 
 



Defense for SYN flood attacks  

• –m limit sets maximum number of SYN packets 
• iptables is being configured to allow the firewall to accept maxim 5 

TCP/SYN packeds per second on interface eth0.  

 

iptables -A INPUT -p tcp --syn -m limit --limit 5/s -i eth0 -j ACCEPT  

 

• If more than 5 SYN packets per second, the packets are dropped. 

• If source/destination sence dropped packets, it will resend three times  

• If drops continue after 3 reset packets, source will reduce packet speed. 
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• Allow both port 80 and 443 for the webserver on inside: 
 

iptables -A FORWARD -s 0/0 -i eth0 -d 192.168.1.58 -o eth1 -p TCP \ 

         --sport 1024:65535 -m multiport --dport 80,443 -j ACCEPT 

 

• The return traffic from webbserver is allowed, but only of sessions are 
opened: 

 iptables -A FORWARD -d 0/0 -o eth0 -s 192.168.1.58 -i eth1 -p TCP \ 

     -m state --state ESTABLISHED -j ACCEPT 

• If sessions are used, you can reduce an attack called half open 
Half open is known to consume server all free sockets (tcp stack memory) and is 

senced as a denial of service attack, but it is not. 

Sessions are usally waiting 3 minutes. 

 



Examples 

• iptables –L INPUT 

• iptables –P INPUT DROP 

• iptables –A INPUT –s 129.132.16.11 s 129.132.16.11 –p icmp –j DROP 

• iptables –A INPUT –s ! 129.132.16.11 -j ACCEPT 

• iptables –A INPUT –p ! tcp -j DROP 

• iptables –D INPUT 14 

 



Using User Defined Chains  

• Define fast input queue: 
iptables -A INPUT -i eth0  -d 206.229.110.2 -j fast-input-queue 
 

• Define fast output queue: 
iptables -A OUTPUT -o eth0 -s 206.229.110.2 -j fast-output-queue 

 

• Use defined queues and define two icmp queue’s: 
iptables -A fast-input-queue  -p icmp -j icmp-queue-in 
iptables -A fast-output-queue -p icmp -j icmp-queue-out  
 

• Finally we use the queue’s to define a two rules: 
iptables -A icmp-queue-out -p icmp --icmp-type echo-request \ 

         -m state --state NEW -j ACCEPT 
iptables -A icmp-queue-in -p icmp --icmp-type echo-reply -j ACCEPT  
 



Vége 

 

 

 

 

 

 

• Köszönöm a figyelmet!  


