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iptables - topologia

* http://lakis.web.elte.hu/szh2018191l/mininet/minitopo.mn

e http://lakis.web.elte.hu/szh201819Il/mininet/minitopo.py


http://lakis.web.elte.hu/szh201819II/mininet/minitopo.mn
http://lakis.web.elte.hu/szh201819II/mininet/minitopo.py

iptables — Tables and Chains

e Each function provided by the netfilter architecture is
presented as a table.

neftfilter

This table is in charge of This table is in charge of This table is in charge of
filtering packets. translating IP addresses changing packet content.
of the packets.
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iptables — Tables and Chains

Under each table, there are a set of chains.
e Under each chain, you can assign a set of rules.

neftfilter

Tables

Taes
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iptables — Tables and Chains

Table name: filter

Chain name: INPUT

4430 S ole ptable
There is one DROE P 3 ere
rule set in the
INPUT chain. c ORWARD  (po 3
2 O ~ DO P
The other a+9< POt OF ° -
two chains. 22300 2

The command: list

The rule in the INPUT chain means:

When a packet with ICMP payload passes through the INPUT hook,
DROP that packets, no matter it is from anywhere and to anywhere.




iptables — Tables and Chains

[cscid430@vm-a]$ sudo iptables -t filter -A INPUT --protocol icmp| --jump DROP
[cscid430@vm-a]$ sudo iptables -t filter -iL

Chain INPUT (policy ACCEPT)
target prot opt source
DROP icmp -- anywhere

Chain FORWZRD (policy ACCEPT)
target prot opt source

Chain OUTPUT (policy ACCEPT)
target prot opt source
[csci4430@vm-al$ _

Add a new rule to
the INPUT chain.

This entry shows that a new rule is
added to the INPUT chain of the filter
table successfully.

destination
anywhere

destination

destination

The protocol of
the packets in
which this rule is
interested is
ICMP.

If a packet

(1) passes through the
INPUT hook, and

(2) is an ICMP packet,

then the packet jumps
to the target DROP - to
discard the packet.




NAT Rules Set Up

* Your private network can “access” CUHK
network and itself only.

[cscid430@vm-a]$ sudo iptables -t nat -A POSTROUTING \

-s 10.0.<vm_group_id>.0/24 -d 137.189.0.0/16 \
-j MASQUERADE

* Your private network can only use SSH to reach
the outside world!

[cscid430@vm-a]$ sudo iptables -t nat -A POSTROUTING \

-p tcp -d ! 10.0.<vm _group id>.0/24 --dport 22 \
-j MASQUERADE




iptables — More rules

» Clear all existing rules
* Flush all entries in the filter table
% iptables -t filter -F
* Flush all entries in the nat table
% iptables -t nat -F
* Flush all entries in the mangle table
% iptables -t mangle -F
« List all entries in the nat table
% iptables -t nat -L

» Always take the manual for reference.



3. Feladat - tlzfalak

El6szor: iptables.pdf
A) ICMP tiltas

Iptables —t filter -1 INPUT —p icmp —j DROP

B) TCP port forwarding

iptables -t nat -A PREROUTING -i ethO -p tcp --dport 80 -j DNAT --to 172.31.0.23:80

iptables -A FORWARD -i eth0 -p tcp --dport 80 -d 172.31.0.23 -j ACCEPT

C) NAT —simple ethl is connected to the Internet

iptables -t nat -A POSTROUTING -o eth1 -j MASQUERADE
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Mininet

* Nézzilk meg a testl. py-t:

root@networks:/home/networks/ComputerNetworks/L2-switching#t vim testl.py

* Egy LinuxBridge-et definialunk, amellyel futtatni tudjuk a feszit6fa algoritmust
(Spanning Tree Protocol, STP) hurkok kezelésére

* Hozzaadunk hosztokat is, privat IP cimekkel

* Végll 6sszekotjuk ezeket a topologia alapjan

* Ah1l és sl kapcsolat savszélessége: 10 Mbps (alapbdl elvileg nem limitalt, a TCLink
osztaly azért kell, hogy limitalni tudjuk)

* Inditsuk el:

root@networks:/home/networks/ComputerNetworks/L2-switching# python testl.py
mininet>
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Mininet

e Elérhet6 csomoépontok:

mininet> nodes

* Az s1 switchrdl infot kaphatunk
* (brctl: ethernet bridge adminisztracio)

mininet> sh brctl show

 Latszik, hogy nincs engedélyezve az STP

* Ahl h2 hostokon elindithatunk egy-egy terminalt:

mininet> xterm h1 h2
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Mininet

* [tt lekérhetdk az interface adatok, érdemes a mac cimet megnézni!
# ifconfig

* [rassuk ki az ARP tabla aktualis tartalmat:

Harp

* Az s1 switch forwarding tablajat lekérdezhetjliik a mininet konzolban:

mininet> sh brctl showmacs sl
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Mininet

* Figyeljik a forgalmat minden interfészen! mininet konzolba irva:

mininet> s1 tcpdump -n -i any

* Pingetés xterm ablakbdl - pl. hl terminaljabodl: (a hl h2 nevek itt nem
hasznalhatok!)

# ping 10.0.0.2

* [rassuk ki az ARP tabla aktualis tartalmat:

# arp
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Mininet

e Kozben latjuk a mininet konzolban, hogy mentek ARP lGzenetek
* Pingetés mininet konzolbdl, pl.:

mininet> h1l ping h2

e Kilépés:

mininet> exit

Szamitégépes Haldzatok Gyakorlat 8. 15



Mininet

e Inditsuk el a miniedit-et:

root@networks:/home/networks# mininet/examples/miniedit&

* Nyissuk meg a sw-topo.mn fajlt
e Hurkot tartalmaz!

* Inditsuk el:

root@networks:/home/networks/ComputerNetworks/L2-switching# python sw-topo.py
mininet>
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Mininet

* Nézzik meg a switcheket a mininet konzolban:

mininet> sh brctl show

* STP mindenhol ki van kapcsolval

* hl és h2 szomszédok
mininet> h1l ping h2

e Azt tapasztaljuk, hogy nagy a késés és csak néhany csomag megy at
* hl és h4 tavol vannak egymastol

mininet> h1l ping h4

e Csak sikertelen probalkozas lesz, semmi se megy at
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Mininet

* tcpdump-pal érdekes jelenség lathato:

mininet> sh tcpdump -n -i any

* Multicast Gzenetek probaljak a halozatot felderiteni
e Konkluzio: hurok van a halézatban, nem igazan m(kodik semmi

* Kilépés:

mininet> exit
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Mininet

e Inditsuk el Ujra - -stp kapcsoloval:

root@networks:/home/networks/ComputerNetworks/L2-switching#f python sw-topo.py --stp
mininet>

* bridge allapot:

mininet> sh brctl show

e STP informacio az s2 switchhez:

mininet> sh brctl showstp s2

* Nézzik meg mit ir ki: ki a designated root, ki a designated bridge, mely portok
blokkoltak (a korok kiszlrésére)?
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Mininet

MiniEdit

*** Starting CLI:
mininet> sh brctl show
bridge name bridge id STP enabled interfaces

s2 8800.32c7c790adac yes s2-eth1 o [ ] [ ] ‘:] |

s2-eth2
s2-eth3 [ nt " T ha
s2-ethd
80006.369e11b8a7b3 s3-ethi N
s3-eth2 \I

File Edit Run Help

s3-eth3 = ==
8000.4a9490F7e79cC s4-eth1 - -

s4-eth2 s =

sd4-eth3 =
8000.2e073F193228 5 s5-ethi -

s5-eth2

s5-eth3 AN
8000.1ea24d709a2f s -ethl . — ——

s6-eth2 = i — —
8000.2a410c04c349 s7-eth1l — sd 55

s7-eth2

s7-eth3
mininet> sh brctl showstp s2
s2
bridge id 8808,32c7c790adac
designated root 8000.1ea24d709a2f
root port 2 path cost 4
max age 20.00 bridge max age 20.00
hello time 2.00 bridge hello time 2.00
forward delay 15.00 bridge forward delay 15.00
ageing time 300.00
hello timer 0.00 ten timer 0.00
topology change timer 0.00 gc timer 144 .38
flags

s2-eth1l (1)

port id 8001 state forwarding
designated root 8000.1ea24d709a2f path cost 2 Stap ‘N
designated bridge 8000.32c7c790adac message age timer 6.00

designated port 8001 forward delay timer 0.00

designated cost 4 hold timer 0.38

Run

flags
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Veége
KOszonodm a figyelmet!



