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Mininet letdltés — ha még nincs fent!!!

http://lakis.web.elte.hu/szh201819Il/mininet/readme.txt

Hyper-V image
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Miniedit, mininet console



Mininet

* Nyissuk meg a Hyper-V kezelbjét

* Jobb klikk a szamitogépen:
* Uj virtualis gép létrehozasa
* 1. generacios
e Haldzathoz: NAT switch
* Meglévd virtualis merevlemez hasznalata: az atmasolt fajlt kivalasztasa

* Duplaklikk = inditas



Mininet

* Ubuntu 14 op. rendszer, felhasznald/jelszé: networks/networks
* Inditsunk egy terminalt, valtsunk root-ra:

networks@networks:~S sudo su

e Listazzuk az alabbi konyvtart:

root@networks:/home/networks# Is ComputerNetworks/L2-switching

 testl topoldgia két fajlbal all:
* testl.mn: meg lehet jeleniteni a miniedit segitségével
 Testl.py: egybdl elinditja a halézat emulatort



Mininet

e Inditsuk el a miniedit-et:

root@networks:/home/networks# mininet/examples/miniedit&

* a File menuben meg tudjuk nyitni a . mn kiterjesztési fajlokat
* Nyissuk meg a test.mn fajlt
* A File menuben az ,,Export Level 2 Script”-tel lehet |étrehozni python szkriptet



Mininet

* Nézzilk meg a testl. py-t:

root@networks:/home/networks/ComputerNetworks/L2-switching#t vim testl.py

* Egy LinuxBridge-et definialunk, amellyel futtatni tudjuk a feszit6fa algoritmust
(Spanning Tree Protocol, STP) hurkok kezelésére

* Hozzaadunk hosztokat is, privat IP cimekkel

* Végll 6sszekotjuk ezeket a topologia alapjan

* Ah1l és sl kapcsolat savszélessége: 10 Mbps (alapbdl elvileg nem limitalt, a TCLink
osztaly azért kell, hogy limitalni tudjuk)

* Inditsuk el:

root@networks:/home/networks/ComputerNetworks/L2-switching# python testl.py
mininet>




Alapvetd eszkozok |.

NetCat, tcpdump, wireshark



NC-NetCat (SoCat), avagy halozati

svajcibicska

# szerver imitalasa
nc-l-p 1234

# kliens imitalasa
nc destination_host 1234

# fajltranszfer tomoritve
tar cfp - /some/dir | compress -c | nc -w 3 othermachine 1234

NetCat TUTORIAL: https://www.binarytides.com/netcat-tutorial-for-beginners/

SoCat TUTORIAL: https://blog.rootshell.be/2010/10/31/socat-another-network-swiss-army-
knife/
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Tcpdump — protokoll filter
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Ha

Ozati forgalom felvétele/elemzése

Tcpdump — tovabbi filterek
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Ha

Ozati forgalom felvétele/elemzése

Tcpdump — mentés pcap fajlba és fajlbol elemzés

sudo tcopdump -w test.pcap -1 enpis0

n enpi=s0, link-type EN1OME (Ethernet), capture size 282144 bytes

Pcap fajl visszajatszasara is van lehet6ség: tcpreplay
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Wireshark

* Forgalomelemz6 eszkodz: korabban rogzitett adatok elemzésére szolgal
* Windows-on és Linux-on is elérhet6

e www.wireshark.org

* Wireshark PortableApps:

e https://www.wireshark.org/download.html

Szamitdgépes Haldzatok Gyakorlat 8. 16
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Wireshark ablakok

‘ 01-centerpoints-0-O.pcap [Wireshark 1.12.1 (v1.12.1-0-g01b65bf from master-1.12)]
File Edit View Go Capture Analyze Statistics Tel'q:hcn! Tools [nternals Help

COAMIIBEXRE A esDTL Qe @B®% a8

Iﬁlw: '|Expmsion... Clear Apply Save '.-.‘.

=

Sz(rék definialasara
alkalmas input eszkdzok

No. Time Source Destination
1 0.000000 10.1.1.17

Protocol Length Info -

10.1.1.255 OLSR v1 84 oLSR (IPv4) Packet, Length: 20 Bytes

2 0.029669 10.1.1.1 10.1.1.255 OLSR vl B4 OLSR (IPv4) Packet, Length: 20 Bytes

3 0.048943 10.1.1.37 10.1.1.255 OLSR v1 B84 oLSR (IPv4) Packet, Length: 20 Bytes

4 0.131429 10.1:1:1§ 13:1:1:25 E :l 84 oLSR (I;vi) :acket, Le:gt:: 20 Bytes Csomag osszefoglalo
%_}% 25 0 25 QLSE v . g8 -

7 0.318007 10.1.1. 10.1.1.25 OLSR v1 B84 OLSR (IPv4) Packet, Length: 20 Bytes nezete

81.918582 10.1.1.21 10.1.1.255 OLSR vl 156 OLSR (IPv4) Packet, Length: 92 Bytes

91.961619 10.1.1.37 10.1.1.255 OLSR v1 172 OLSR (IPv4) Packet, Length: 108 Bytes

10 2.146770 10.1.1.18 10.1.1.255 OLSR vl 180 OLSR (IPv4) Packet, Length: 116 Bytes

11 2.220068 10.1.1.25 10.1.1.255 OLSR vl 148 OLSR (IPv4) Packet, Length: 84 Bytes

12 2.284430 10.1.1.3 10.1.1.255 OLSR v1 116 OLSR (IPv4) Packet, Length: 52 Bytes

13 2.309605 10.1.1.17 10.1.1.255 OLSR vl 156 OLSR (IPv4) Packet, Length: 92 Bytes i

& Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

(+ IEEE 802.11 Data, Flags: 0.......

= Logical-Link Control

Internet Protocol version 4, Ssrc: 10.1.1.17 (10.1.1.17), Dst: 10.1.1.255 (10.1.1.255)
user patagram Protocol, Src Port: 698 (698), DST Port: 698 (698)

optimized Link State Routing Protocol

Kivalasztott csomag
hierarchikus nézet

[]

S

11

00 00 00 00 00 11 Q0 00
45 00 00 30 00 00 00 00
0a 01 01 ff 02 ba 02 ba
01 86 00 10 0a 01 01 11
00 00 00 00

aa aa 03 00 00 00 08 00
40 11 00 00 0a 01 01 11
00 1c 00 00 00 14 00 00
01 00 00 00 00 00 05 03

Kivalasztott csomag bajt-

#7 | File: "C:\Users\ge-sar\Desktop\egyetemn

: 218 (100.0%) - Load time: 0:00.004

Szamitogépes Halézatok Gyakorlat 8.
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Szlrés statisztikai
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Wireshark szUrok

protokoll o . fejléc Osszehasonlité ..,
" B fejléc mez6 @ > . elvart érték
azonosito almez6 operator
L J
Y

kifejezés (expression)

e Operatorok: or, and, xor, not

 protokollok: ip, tcp, http... (teljes listat lasd =2
Expression gomb)

e Példa: tcp.flags.ack==1 and tcp.dstport==80 (tcp
nyugta flag és fogado port beallitva)

Szamitogépes Haldzatok Gyakorlat 8. 18



Gyakorld
példa

da

Wireshark pé

* A http_out.pcapng allomany felhasznalasaval valaszoljuk meg az alabbi
kérdéseket:

1. Milyen oldalakat kértek le a szlrés alapjan HTTP GET metddussal?
Milyen bongész6t hasznaltak hozza?

2. Hany darab képet érintett a bongészés?
3. Volt-e olyan kérés, amely titkositott kommunikaciot takar?

Szamitdgépes Haldzatok Gyakorlat 8. 19



Gyakorld
példa

Wireshark példa megoldas |I.
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File Edit Miew Go Capture Analyze Statistics  Telephony Wireless Tools  Help
AW @ LRBE Re=>=F I [EFaaqB

htl:p.request. meﬁ'lod=='GEI"I [X<] '] Expression... +
Mo. Time Source Destination Protocol  Length Info — A
25 B8.545934 192.168.1.168 173.194.39.1684 HTTP 621 GET / HTTP/1.1
28 B.575342 192.168.1.168 173.194.116.143 HTTP 757 GET /?gfe_rd=cr&ei=114dvImtCufb8geysIHoCA HTTP/1.1
145 5.5&5338 192.168.1.168 157.181.161.79 HTTP 412 GET / HTTP/1.1
> 155 5.863168 192.168.1.1688 157.181.161.79 HTTP 485 GET /Lapok/kezdolap.aspx HTTP/1.1
178 6.815329 192.168.1.168 157.181.161.79 HTTP 568 GET /Style®2@Library/hu-HU/Core®28styles/Band.css HTTP/1.1
182 6.816782 192.168.1.168 157.181.161.79 HTTP 571 GET /Style¥2@Library/hu-HU/Core®28styles/controls.css HTTP/1.1
! 183 6.817738 192.168.1.188 157.181.161.79 HTTP 558 GET /Style¥2@Library/elteik.css HTTP/1.1
i 184 5.818474 192.168.1.188 157.181.161.79 HTTP 557 GET /_styles/HtmlEditorCustomStyles.css HTTP/1.1
+ 215 6.873612 192.168.1.188 157.181.161.79 HTTP 565 GET /Style¥2@Library/ik/ikonok/oldalterkep.png HTTP/1.1
! 216 6.875335 192.168.1.188 157.181.161.79 HTTP 561 GET /Style¥2@Library/ik/ikonok/kereses.png HTTP/1.1
i 217 6.876699 192.168.1.188 157.181.161.79 HTTP 559 GET /Style¥2@lLibrary/ik/ikenck/email.png HTTP/1.1
i 221 6.185875 192.168.1.188 157.181.161.79 HTTP 557 GET /Style¥2@Library/ik/ikenck/rss.png HTTP/1.1
i 222 6.191369 192.168.1.188 157.181.161.79 HTTP 561 GET /Style®z2@Library/ik/ikonok/english.png HTTP/1.1
i 223 6.195866 192.168.1.188 157.181.161.73 HTTP 569 GET /SiteCollectionImages/terkep_reszlet.png HTTP/1.1
i 224 6.196355 192.168.1.188 157.181.161.73 HTTP 562 GET /SiteCollectionImages/kari_galeria.png HTTP/1.1
i 225 6.196788 192.168.1.188 157.181.161.79 HTTP 567 GET /Style¥2@Library/ik/ik_bg_ lighter.gif HTTP/1.1 v
[ |Fr‘arle 155: 485 bytes on wire (3888 bits), 485 bytes captured (3888 bits) on interface @ A

> Ethernet II, Src: HonHaiPr_6d:48:8b (cc:af:78:6d:48:8b), Dst: Tp-LinkT_lc:6b:9a (@@:27:19:1c:6b:9a)
Internet Protocol Version 4, Src: 192.168.1.188, Dst: 157.181.161.79

Host: www.inf.elte.hu\r\n

[+
* Transmission Control Protocel, Src Port: 36766, Dst Port: 88, Seq: 1, Ack: 1, Len: 431
a

|Connection: keep-alive\r\n

Accept: text/html,a

lication/xhtml4xml,a

@ 7 Frame (frame), 485 bytes

v
9a cc af (0] A
88 88 86 64
58 65 @3 da Ba
B8 47 45 6l 78
6f 6c 61 78 78
2e 31 od 74 3a
66 2e B5 B8 75 lte.hu. .
63 74 69 6b 65 i on: kee
65 @d ea 7@ 74 . Accept:
74 6d 78 BC
78 68 78 &d v

|| Packets: 1453 - Displayed: 70 (4.8%) - Load time: 0:0.68

Szamitogépes Halézatok Gyakorlat 8.

|| Profile: Default
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Gyakorld
példa

Wireshark példa megoldas |I.

* Milyen oldalakat kértek le a szlirés alapjan HTTP GET metddussal? Milyen
bongész6t hasznaltak hozza?

* Sz(irés: http.request.method=="GET"

* User-agent header-bdl lehet kovetkeztetni a bongészé tipusara: User-
Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/37.0.2062.120 Safari/537.36

* Ehhez segitséglinkre lehet ez a link:
http://www.zytrax.com/tech/web/browser_ids.htm

Szamitdgépes Haldzatok Gyakorlat 8. 21
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Wireshark példa megoldas II.

A http_out.pcapng - g
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am i@ LEREB Res=F a8 EHaaQH
[N http.accept == “mage/webp, */*q=0.8" [X] ~| Expression... = +
Mo, Time Source Destination Protocol  Length Info L
‘I" 215 6.873612 192.168.1.188 157.181.161.79 HTTP 565 GET /StyleX2@library/ik/ikonok/oldaltegk HTTP/1.1

216 6.875335 192.168.1.188 157.181.161.79 Hipi> 561 GET /StyleX2@Library/ik/ikonok/kerese mﬂ HTTP/1.1

217 6.876699 192.168.1.188 157.181.161.79 Hipi= 559 GET /Style¥2@Library/ik/ikonok/email m TTP/1.1
221 6.185875 192.168.1.188 157.181.161.79 Hipi= 557 GET /StyleX2@Library/ik/ikonck/rs4.pngl P/1.1 W

Frame 215: 565 bytes on wire (4528 bits), 565 bytes captured (4528 bits) on interface @ ~
Ethernet II, Src: HonHaiPr_6d:48:8b (cc:af:78:6d:48:8b), Dst: Tp-LinkT_lc:6b:%9a (88:27:19:1c:6b:%a)
Internet Protocol Version 4, Src: 192.168.1.188, Dst: 157.181.161.79
Transmission Control Protocel, Src Port: 36766, Dst Port: 8@, Seq: 432, Ack: 33346, Len: 511
4 Hypertext Transfer Protocol
- GET /StyleX2@Library/ik/ikonck/ocldalterkep.png HTTP/1.1\r\n
Host: www.inf.elte.hul\r\n
Connection: keep-alive'rin

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOWe4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/37.8.2062.128 Safari/537.36\r\n
Referer: http://www.inf.elte.hu/Lapok/kezdolap.aspx\rin

Accept-Encoding: gzip,deflate,sdch\rin

Accept-Language: hu-HU,hu;q=0.8,en-Us;q=0.6,en;g=8.4\r\n

If-None-Match: "{B2@B4E23-E4ES-4B68-A38E-F77D8FADBE92}, 2" \r\n

If-Modified-Since: Wed, 16 Jan 2888 11:58:25 GMT\r\n "
6b 65 ~
2d 41 67 65 6e 74 3a 20 4d 6T 7a 69 6c 6c 61 2f -Agent: Mozilla/
35 2e 3@ 20 28 57 69 6e 64 6F 77 73 20 4e 54 20 5.8 (Win dows NT
36 2e 31 3b 20 57 4f 57 36 34 29 28 41 78 70 6c 6.1; WOW 64) Appl
65 57 65 62 4b 69 74 2f 35 33 37 2e 33 36 28 28 eWebkit/ 537.36 (
4b 48 54 4d 4c 2c 2@ 6c 69 6b 65 2@ 47 65 63 6Bb KHTML, 1 ike Geck
6T 29 28 43 68 72 6f 6d 65 2T 33 37 2e 38 2e 32 o) Chrom e/37.8.2
3@ 36 32 2e 31 32 3@ 28 53 61 66 61 72 69 2f 35 ee62.128 Safari/s
33 37 2e 33 36 @d @a 52 BS5 66 65 72 65 72 3a 28 37.36..R eferer:
68 74 74 7@ 3a 2f 2f 77 77 77 2e 69 6e 66 2e 65 http://w ww.inf.e
6c 74 65 2e 68 75 2f 4c 61 7@ 6T &b 2 6h 65 7a 1te.hu/L apok/kez
64 6f 6c 61 7@ 2e 61 73 70 78 @d @a 41 63 63 65 dolap.as px..Acce
78 74 2d 45 Ge 63 6T 64 69 6e 67 3a 28 67 7a 69  pt-Encod ing: gzi
78 2c B4 B5 66 6C 61 74 65 2c 73 64 63 63 Bd @a p,deflat e,sdch..
41 63 63 65 7@ 74 2d 4c 61 6e 67 75 61 67 65 3a Accept-L anguage:
a 28 68 75 2d 48 55 2c 68 75 3b 71 3d 38 2e 38 2c hu-HU,h u;q=0.8, v
@ ¥ HTTP Accept (http.accept), 30 bytes || Packets: 1453|Disp|ayed:zs(1.s%]- Load time: 0:0.53 || Profile: Default
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Gyakorld
példa

Wireshark példa megoldas II.

* Hany darab képet érintett a bongészés?
e Sz(irés: http.accept == "image/webp,*/*;q=0.8"
* Accept header: a kérésre adott valasz tartalmanak elfogadhato tipusa

* WebP: uj, veszteséges tomoritést alkalmazo képformatum, amelyet a
Google fejlesztett ki a web haldzati forgalmanak csokkentésére

Szamitdgépes Haldzatok Gyakorlat 8. 23
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Wireshark példa megoldas Ill.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 20 LERB Res=FT 8= HaaqH
dsi ==443 m '] Expression... <+
Mo, Time Source Destination Protocol  Length Info L
18 ©.843654 192.168.1.1668 173.194.116.143 TCP 54 36763=443 [ACK] Seq=1 Ack=1 Win=17168 Len=8 —
13 @.a45438 192.168.1.188 173.194.116.143 TLSv1.2 267 Client Hello
17 8.882913 192.168.1.188 173.194.116.143 TCP 54 367632443 [ACK] Seq=214 Ack=2861 Win=1716@ Len=08
19 9.899481 192.168.1.180 173.194.116.143 TLSv1.2 388 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
22 8.133318 192.168.1.188 173.194.116.143 TCP 54 367632443 [ACK] Seq=463 Ack=4215 Win=15884 Len=@8 |
24 B.328837 192.168.1.188 173.194.116.143 TCP 54 367632443 [ACK] Seq=468 Ack=4252 Win=15768 Len=@ e
31 @.656381 192.168.1.188 173.194.116.143 TL5v1.2 183 Application Data
32 8.656739 192.168.1.188 173.194.116.143 TL5v1.2 91 Application Data
33 8.657355 192.168.1.188 173.194.116.143 TL5v1.2 111 Application Data —_—
34 8.659378 192.168.1.188 173.194.116.143 TL5v1.2 693 Application Data —
! 37 ©.692679 192.168.1.168 173.194.39.128 TCP 54 36764443 [ACK] Seq=1 Ack=1l Win=1716& Len=8
i 39 8.693518 192.168.1.168 173.194.39.128 TLSv1.2 269 Client Hello
i 43 8.718588 192.168.1.168 173.194.39.128 TCP 54 36764443 [ACK] Seq=216 Ack=2861 Win=17168 Len=08
i 45 8.,727492 192.168.1.188 173.194.39.128 TLSv1.2 388 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
i 48 8.745754 192.168.1.1668 173.194.39.128 TCP 54 36764443 [ACK] Seq=47@ Ack=4216 Win=15884 Len=8
53 8.794975 192.168.1.1668 173.194.116.143 TCP 54 36763443 [ACK] Seq=1258 Ack=5893 Win=1716@ Len=8 W
[ Frame 13: 267 bytes on wire (2136 bits), 267 bytes captured (2136 bits) on interface @
[ Ethernet II, Src: HonHaiPr_6d:48:8b (cc:af:78:6d:48:8b), Dst: Tp-LinkT_lc:6b:%a (@@:27:19:1c:6b:%a)
[* Internet Protocol Version 4, Src: 192.168.1.18@, Dst: 173.194.116.143
I Transmission Control Protocel, Src Port: 36763, Dst Port: 443, Seq: 1, Ack: 1, Len: 213
[ Secure Sockets Layer
2a [of o ~
83 d7 eb
35 5c 5¢c
ea 00 2b [a:]
c@ 89 11 2a
2@ 9c 35 B85 2a
@a B8 18 77 6T
67 BC 75 B! B3
@6 B8 Ba w
|| Packets: 1453 - Displayed: 428 (28.5%) - Load time: 0:0.57 || Profile: Default

Szamitogépes Haldzatok Gyakorlat 8. 24



Gyakorld
példa

Wireshark példa megoldas Ill.

* Volt-e olyan kérés, amely titkositott kommunikaciot takar?
e Szlirés: tcp.dstport==443

* Transport Layer Security (TLS) titkositd protokoll feletti HTTP
kommunikaciora utal a 443-as port

* Elektronikus levelezéshez, banki szolgaltatasokhoz stb. elengedhetetlen

* Nélkule le lehet hallgatni a kommunikaciot, lasd a kovetkezb diat
(sample3.pcapng felhasznalasaval)

Szamitdgépes Haldzatok Gyakorlat 8. 25
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Wireshark — , leleplezes”

A sample3.pcap - g
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm 1@ JERB ARes=T o EHaqan
[I |Appl'—; a display filter ... <Ctrl-/> '] Expression...
Mo, Time Source Destination Protocol  Length Info S
12 4.1086386 192.168.2.101 84.2.36.197 HTTP 131 POST /pages/user/login.jsp?method=Login HTTP/1.1 (application/x-www-form-urlencoded)
13 4.121234 84.2.36.197 192.168.2.161 TLER: 68 88265533 [ACK] Seq=1 Ack=1393 Win=7898 Len=08
14 6.168352 84.2.36.197 192.168.2.181 HTTP 594 HTTP/1.1 382 Moved Temporarily hd
» Internet Protocol Version 4, Src: 192.168.2.1@81, Dst: 84.2.36.197 A

> Transmission Control Protoceol, Src Port: 65533, Dst Port: 88, Seq: 1316, Ack: 1, Len: 77
> [2 Reassembled TCP Segments (1392 bytes): #11(1315), #12(77)]
4 Hypertext Transfer Protocol

- _POST /pages/user/login.jsp?method=Login HTTR/1.1%\r\n
Host: iwiw.hulrin

Connection: keep-alive\rin
Referer: http://iwiw.hu/pages/user/login.jsp\rin
> Content-Length: 77\r\n
Cache-Control: max-age=8\r\n
Origin: http://iwiw.hu\rin
Content-Type: application/x-www-form-urlencoded\rin
Accept: application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5\r\n
User-Agent: Mozilla/S.8 (Windows; U; Windows NT 6.@8; en-US) AppleWebKit/534.3 (KHTML, like Gecko) Chrome/6.2.472.59 Safari/S34.3%\r\n
Accept-Enceding: gzip,deflate,sdch\rin
Accept-Language: hu-HU,hu;q=8.8,en-US;q=0.6,en;q=0.4\r\n
Accept-Charset: IS0-8859-2,utf-8;g=0.7,%;q=0.3\r\n
> [truncated]Cockie: ajaxable=1; forgetEmail=8; email=bGFraXNAaWSmLmVsdGUuaHU$; httpslogin=8; _ utma=114476831.2867832217.1284887860.1284887869.1284887860.1; _ utmc=114476831;
Arin
[Full request URI: http://iwiw.hu/pages/user/login.jsp?method=Login]
[HTTP request 1/1]
[Response in frame: 14]

File Data: 77 bytes

> Form item: "email" = "kulimasz@perec.hu™
> Form item: "password"” = "kistraktorS3"

24 ¢5 ff fd @@ 58 es 41 31 @f 9a 6T 83 @a 5@ 13 $....P.A 1..0..P. ~
fa f@ 7c ef @8 @@ 65 6d 61 69 6c 3d 6b 75 6c 69 eole..em ail=kuli
6d 61 73 7a 25 34 38 7@ 65 72 65 63 2e 68 75 26 maszdd4ep erec.hulk
78 61 73 73 77 6f 72 64 3d 6b 69 73 74 72 61 Gb password =kistrak
0 74 6f 72 35 33 26 68 74 74 78 73 6c 6T BV 69 Be tor53&ht tpslogin he

Frame {131 bytes) Reassembled TCP {1392 bytes)

O ¥ sample3 || Packets: 381 - Displayed: 381 (100.0%) - Load time: 0:0.16 || Profile: Default
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Python Socket programozas I.



Pyton socket, host nev feloldas

e Socket csomag hasznalata

import socket

e gethostname()

hostname = socket.gethostname()

e gethostbyname()

hostname = socket.gethostbyname(,www.example.org’)

e gethostbyname_ex()

hostname, aliases, addresses = socket.gethostbyname_ex(host)

e gethostbyaddr()

hostname, aliases, addrs = socket.gethostbyaddr('157.181.161.79")
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Little endian, big endian

SIMPLY EXPLAINED

BIG-ENDIAN LITTLE-ENDIAN
oxCAFEBABE oxCAFEBABE
will be stored as will be stored as
CA |FE | BA | BE BE|BA |FE|CA

www.thebittheories.com

* 16 és 32 bites pozitiv szamok kédolasa
* htons(), htonl() — host to network short / long
* ntohs(), ntohl() — network to host short / long
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TCP

Server

socket()
bind()

Tisten()

accept()
recv()
send()

close()

Client

socket()

connect()

send()

recv()

close()
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TCP

* socket()
* bind()
e |listen()

e accept()

sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

server_address = ('localhost', 10000)
sock.bind(server_address)

sock.listen(1)

connection, client_address = sock.accept()
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TCP

send(), senda

recv()

close()

connect()

()

connection.sendall(data)

data = connection.recv(16)

connection.close()

server_address = ('localhost', 10000)
sock.connect(server_address)
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O feladat—1

Gyakor

e Készitstink egy egyszeri kliens-server alkalmazast, ahol a kliens elktld egy
,Hello server’ Uzenetet, és a szerver pedig valaszol neki egy ,Hello kliens’
Uzenettel!

 Valtoztassuk meg hogy ne az el6re megadott portot adjuk, hanem egy
tetsz6legeset kapjunk az oprendszertdl! (sys.argv[1])

* Mininet-ben futtassuk a szerver és kliens alkalmazasokat két kiilonb6z6
hoszton és tcpdump segitségével nézzik meg, hogy milyen forgalmat
generaltunk?
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Struktura kiuldése

 Binarissa alakitjuk az adatot

import struct

values = (1, 'ab’, 2.7)

packer = struct.Struct('l 2s f') #Int, char[2], float
packed_data = packer.pack(*values)

* Visszaalakitjuk a kapott Gzenetet

import struct
unpacker = struct.Struct('l 2s f')
unpacked_data = unpacker.unpack(data)

* megj.: integer 1 — 4 byte, stringként 1 byte, azaz hatékonyabb stringként
atkuldeni.
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O feladat—2

Gyakor

e Készitstink egy szerver-kliens alkalmazast, ahol a kliens elkild 2 szamot és
egy operatort a szervernek, amely kiszamolja és visszaklldi az eredményt.
A kliens Uzenete legyen struktura.

 Mininet-ben futtassuk a szerver és kliens alkalmazasokat két kilonbo6z6
hoszton és tcpdump segitségével nézzik meg, hogy milyen forgalmat
generaltunk?
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Veége
KOszonodm a figyelmet!



