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Abstract— Efficient and reliable available bandwidth measure-
ment remains an important goal for many applications. In this
paper we introduce an empirical bandwidth estimation tool based
on neural networks. Training the neural network on simulation
data, it provides reliable estimation of physical and available
bandwidth for simulated single and multi-hop networks, in
laboratory environment and among the real world conditions
of the ETOMIC testbed.

I. I NTRODUCTION

Reliable and fast estimation of the physical and available
bandwidth along a network path is crucial in congestion
control, streaming applications, QoS verification and overlay
networks. Several bandwidth measurement ideas have been
discussed in the literature [1]–[6] and several of them have
been implemented, too. The estimation tools usually send
streams of packets through the network and the changes of the
packet delays due to queuing are used to estimate the physical
and available bandwidth.

ETOMIC [7], [8] testbed consists of 18 nodes distributed
all over Europe, all synchronized with GPS and equipped
with high precision network measurement cards. A web-based
framework helps the researchers to perform measurements and
all the traffic traces are collected into a central repository.
These features makes ETOMIC an ideal testbed for developing
and evaluating bandwidth estimation tools.

In this paper our goal is not to provide a broad benchmark
of the available tools, in this real world testbed, rather tocall
the attention of the network measurement community to a new
approach based on machine learning.

Behind the current bandwidth estimation methods usually
there are some simple or more detailed mathematical model of
the links and buffers along the network path. Most models use
fluid approximation and single bottlenecks, while others use
granular model [1] and also there are attempts to go beyond
the single hop scenario [9]. Despite the efforts, tools thatare
based on the the detailed analytical model of a multi-hop case
are still not existing and probably will not be plausible forfast
bandwidth estimation due to the complexity of the task.

When detailed mathematical models are not available or
too complicated for practical work, - like in case of several
examples in other scientific disciplines -, the applicationof
empirical methods based on machine learning can be sensible
solution. Machine learning techniques are black box methods.

In the training period they try to find the relation between the
raw input data (packet delay statistics) and the output values
(physical and available bandwidth, in our case).

Artificial neural networks [10] is one of the most represen-
tative class of machine learning techniques, their massively
parallel architecture makes them especially interesting for fast
real-time applications. The mathematical details and internal
parameters of the neural network are not interpreted, after
training is finished the neural network is used only to blindly
estimate unknown output values based on known input values.
We show, that the accuracy of the estimation by the neural tool
is comparable to the theoretical values in the single-hop case,
where exact analytical results are available, and reasonably
good in the multi-hop case, too.

The structure of the paper is the following. In Section II we
first delineate the structure of the ETOMIC testbed. SectionIII
briefly describes the available bandwidth estimation methods.
The introduction of the granular model we will use as a
reference to calibrate and evaluate our neural network based
tool can be found in Section IV. The details of the neural
network are given in Section V. We perform tests using packet
level simulated data in Section VI and using real measurements
in a laboratory environment in Section VII. Finally in Section
VIII we provide the results of the application of the method
on measurements in the ETOMIC testbed.

II. T HE ETOMIC INFRASTRUCTURE

The ETOMIC (European Traffic Observatory Measurement
InfrastruCture) project is especially focused on realizing a
Paneuropean measurement infrastructure, consisting measure-
ment nodes which are deployed at selected European loca-
tions. ETOMIC is targeted to provide the scientific com-
munity with a measurement platform that is i) fully open
and reconfigurable and ii) extremely accurate (nanoseconds)
and GPS-synchronized. ETOMIC has been designed to allow
researchers to perform any kind of measurement experiments.
To do so, researchers are provided with a web based inter-
face to manage their softwares, experiments and time and
node reservations in the infrastructure. Finally, the ETOMIC
management kernel takes care of the software upload and
experiment execution, in a fully automated fashion. Currently
the infrastructure contains 18 PC based high-precision, GPS
synchronized active probing nodes.
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Fig. 1. The geographical locations of the ETOMIC measurement nodes.

The ETOMIC nodes are high-precision probing nodes, due
to the Endace DAG cards incorporated in the nodes. Such
cards are specifically designed to transmit packet trains with
strict timing, in the range of nanoseconds. GPS receiver
is also incorporated to the measurement nodes, so that the
whole measurement infrastructure is synchronized to the same
reference clock.

A central management system is in charge of system con-
trol, comprising not only the scheduling and execution of
measurements experiments, but also system monitoring and
configuration. The software running in the management system
is called the management kernel. Researchers can interact
with the management system through the web user interface
and account database. ETOMIC provides an account to each
registered researcher, so that they can upload software and
download measurement results.

The measurement nodes are based on standard PC hardware
with Debian GNU/Linux 3.0 (Woody) with enhanced kernel
capabilities for low level network access without root privi-
leges. For the network monitoring interface an Endace DAG
3.6 GE is used, which is specifically designed for active and
passive monitoring. Such cards do not use interrupts to signal
packet arrivals to the kernel, and, thus, packets can be captured
at gigabit speeds. GPS reference signal is used to timestamp
the incoming packets with high resolution. The resulting
accuracy is 100 nanoseconds in the packet timestamps and
interframe generation intervals.

The management kernel constitutes the core of the central
management system. It is in charge of scheduling the exper-
iments and keeping the corresponding results in the traffic
repository. The management kernel performs the following
tasks: Software upload and measurement node configuration,
Experiment execution, and Results download. Such tasks are
internal to the system and transparent to the researchers, that
will only use the web interface to upload software to the
central management system and retrieve measurements. The
software upload and measurement node configuration task is

performed before the experiment starting time. Once the files
are uploaded, the measurement nodes are programmed with
the starting and ending time for each of the executables that
are going to be run for the experiment. During the experiment
execution task, the management kernel is on standby until
the end of the experiment. Once the experiment is finished,
the management kernel will download the resulting data files
from each measurement node. ETOMIC provides an inter-
face for researchers to define new experiments, to reserve
the measurement nodes and to download results from the
management system. The interface is based on the ubiquitous
Web service. The user is offered the following functionalities
through the interface: Adding a new program, Uploading data
files, Creating an experiment-Bundle, Booking ETOMIC time,
and Obtaining results.

ETOMIC is an ideal testbed to develop new traffic measure-
ment methods, since it is a full-configurable, high-precision,
GPS-synchronized easy to use testbed, which is open for the
researchers. The real Internet experiments presented in this
paper were performed in the ETOMIC infrastructure. Finally
we would like to mention that the ETOMIC Infrastructure was
awarded by the Best Testbed Award on the Tridentcom 2005
Conference.

III. AVAILABLE BANDWIDTH ESTIMATION

In recent years the characterization of network traffic has
been the interest of measurements in the Internet [1]–[6]. The
importance of measuring the main parameters of network traf-
fic is evident. For many applications, such as audio and video
streaming, it is essential to know the available bandwidth of
the network path [11], [12]. Usually, end-to-end measurements
are used to obtain information about the traffic conditions
on a path and various probing strategies emerged. Several
tools were published to give reliable available bandwidth
estimations in the last decade. In traditional methods the
packet delays are used to observe the available bandwidth of
a given network path [13], [14]. These methods are based on
that the packet delay values are sufficiently constant when
the probing rate is smaller than the available bandwidth,
and increasing suddenly when the probing rate exceeds the
available bandwidth. Recently a new class of active probing
techniques has emerged based on observing an increased
separation of probe packets due to local saturation of the queue
at the narrow link, and do not require the knowledge of link
capacities along the path [1], [6], [12]. In this paper we do not
compare the different estimation methods, since several study
can be found in this field [12], [15]. Here we would like to
present experimental results, based on data collection in the
ETOMIC testbed, while the estimation are made with recent
methods.

Analysis of the dispersion process of packet pairs plays
an essential role in determining the properties of cross traffic
and other network conditions from experiments. The statistical
analysis should rely on certain theoretical assumptions onthe
details of this dispersion process. The simplest approach is the
fluid model where the cross traffic is regarded as a continuum



of infinitely small packets [11]. The finite packet size, the
granular nature of the traffic has an important impact on the
observable packet dispersion, which is disregarded in the fluid
model [9], [16]. The packet-pair spacing is the variable that
plays a key role in the analysis of the end-to-end packet pair
measurements. The available bandwidth and other parameters
of the route can be estimated by studying its statistics. In a
recent study the granular model of packet pair separation was
derived, which given a closed form expression to describe the
packet pair dispersion curve [1], [16]. This model introduces
the cross traffic granularity as a new parameter.

Based on the theoretical models we assume that the fol-
lowing constraints hold for the network: in general there are
multiple hops in the end-to-end measurement path, there is
no packet re-ordering in the probe train, we assume that the
routers have a FIFO policy and a constant service rate.

We use the well known definition of theavailable bandwidth
[12], [25]:

A = min
h=1..H

(Ah(t, τ)) = min
h=1..H

(

1

τ

∫ t+τ

t

(Ch − λh(t))dt

)

,

(1)
whereAh(t, τ) is the available bandwidth at theh-th hop at
time t, Ch is the physical capacity, andλh is the traffic of the
hop h. The available bandwidth for aroute consistsH hops
is the minimum of the available bandwidth values for each
h ∈ H hop in the route.

Packet trains were used to collect the probe packet separa-
tion data, while the probe rate was variable in the packet trains
(e.g. packet chirps) to scan the transitional region with fine
steps, while the asymptotic part was scanned with rough steps.
The collected probe packet separation values were averaged
for the packets with the same sequence number in the train
(i.e. for the packet pairs with the same input spacing). An
observed dispersion curve for the probe packet separation can
be seen in Fig. 2 for a given set of parameters.

IV. GRANULAR MODEL FORPARAMETER ESTIMATION

In this section we briefly overview the granular model
of packet pair separation [16]. This model is based on a
transient solution of the Takács integro-differential equation
(for M/G/1 type queues). The granular model in addition to
the parameters of the fluid approximation (physical bandwidth
and the average cross traffic rate) takes into account a new
parameter characterizing the granularity of the cross traffic.
These three parameters determine the average packet-pair
separation. This model describes correctly the data collected
in simulations, in laboratory and in Internet experiments.The
main advantage of this new model is that it connects transient
queuing theory with packet pair measurements directly. The
simplest M/G/1 type case is an M/D/1 queue, where the cross
traffic consists of packets of uniform sizeP and Poisson arrival
rate λ. In this case the derivation leads to an explicit form
of the dispersion curve. This exact solution for the M/D/1
case makes possible to analyze the dependence of the average
output spacing on the packet size and this way it goes beyond
the fluid approximation. In general the parametersλ, C and

the cross traffic packet size distribution are not known apriori.
Since our goal is to apply the results for realistic measurement
data, we should use the measured dispersion (average output
spacing) curves to extract this information. It is possibleto
characterize the curves with a few aggregate parameters due
to the granular model. The fluid model serves as the first
order, crudest approximation of the average output spacing
curve. Deviations from the fluid model are caused by the
granular nature of the cross traffic. At a fixed cross traffic
rate the granularity of the flow can be well characterized by
the weighted average of the packet size in the cross traffic
Pg =

∑

i WiPi, where the weightsWi = λiPi/
∑

i λiPi are
proportional with the bandwidth occupied by the stream of
packets of sizePi. In practice, this means that for fitting the
experimental curves it is sufficient to use the exact formula
derived for the M/D/1 model where the cross traffic packet
size parameterP should be set to the granularityPg.

In this paper, beside of the importance of the specific
value of the granularity parameter of the cross traffic, we
use a constant granularity parameter corresponding to the
most recent packet size distributions observed on the Internet
backbones [17]. The same granularity parameter was used to
model Internet-like packet size distributions in [1]. We used
this simplification to focus on the estimation of the two most
relevant parameters: the physical and the available bandwidth.
Using only one constant granularity parameter is reasonable,
since we use real Internet-like granularity value.

The parameters can be estimated with different accuracy,
due to their different weight in formula given in [16] for〈δ′〉.
In Fig. 3 we show the relationship between the estimation
of the physical and the cross traffic bandwidth. In the figure
colors represents theχ2 values for a specific physical (C)
and cross traffic bandwidth (Cc) values for a given dispersion
curve. The minimum of theχ2 surface represents the most
probable parameters (C∗, C∗

c ), since the theoretical curve
belonging theC∗ andC∗

c parameters fits best to the observed
dispersion curve. Since the minimum is not complicated,
any standard minimization algorithm such as theLevenberg-
Marquardt Algorithmmethod can be used. In this paper we
used a simple discretization of the parameter space(C, Cc, Pg)
to determine the best fitting theoretical curve. It can be seen
from the figure that the estimation of the physical bandwidth
is the most accurate, while the estimation of the cross traffic
bandwidth is less accurate. This property will arise also inthe
next sections.

V. NEURAL NETWORK

In this section we shortly introduce the new neural network
based approach in measurement data analysis and provide the
details of our artificial neural network (ANN) based bandwidth
estimator.

A. Overview of neural networks

Artificial neural networks are inspired by biology. Since
their early development in the 80’s this topic is a very active
area of research, partly because there is a hope that some day
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Fig. 2. The observed dispersion curve and the two fitted theoretical curves.
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Fig. 3. Theχ2 surface of the parameter estimation. The gray scale levels
indicate the values. The two bandwidth parameters are varied in a typical
measurement scenario to illustrate the accuracy of the parameter estimation.
The real parameters areC = 100 Mbps andCc = 55 Mbps.

they can explain the roots of the intelligent behavior, and also
because they can be used as practical tools. Neural networks
have been applied in wide range of science disciplines, such
as financial forecasting, automated control systems, weather
forecast, etc.

For our purposes a neural network is a machine learning
approach to approximate complex relations between variables.
ANNs can be viewed as a black box which has several
inputs and outputs. In the training process they learn the
relation between input and output by looking at examples
of the input output pairs. In our case, we assume that in
general there is a special function that maps sequences of
the δ′ output spacing values (i.e. the dispersion curve) to
physical and available bandwidth. The basis of our bandwidth
estimator is approaching this function with an artificial neural
network. We have seen that for the simple single-hop case, this
relation can be expressed directly in a mathematical form. In
a more complex case, the relation is not available explicitly,
but we will show, that from the information provided by the
input-output spacing pairs, the neural network will be ableto
reconstruct the relation.

Neural networks contain interconnected discrete elements,
the so called neurons. Neurons have inputs and outputs. Out-

puts are usually calculated as a nonlinear (typically sigmoid)
function of the weighted sum of the inputs. The weights in the
sum, the so called synaptic weights are tunable parameters.
The learning process is nothing else, but the adjustment
of these weights, until the optimal behavior of the neural
network is reached. Another freely adjustable property of the
neural network is its connection structure. Some algorithms
use fix structure, often organized in input, hidden and output
layers, and some are able to automatically update not just the
synaptic weights but the structure, too. Using neural networks
for estimation is a two step process. First we need a so
called training set, where both the inputs and the desired
corresponding outputs are known. Checking the difference
between the output of the network and the desired output
we got some error signal. Synaptic weights are adjusted until
this error signal reaches its minimum. The architecture of our
estimator is the same for the single-hop and for the multi-hop
cases, but of course we have to use different set of synaptic
weights trained on different training data. There are wide range
of various types of neural networks, now we provide the details
of our choice of training algorithms and network structure in
the following subsections.

B. Training process and network structure

The most widely used training algorithm for feed-forward
networks is the back-propagation algorithm [18]. This solution
has some limitations like slower convergence during training
time and the extent of adjustment to the weights in each
iteration. These problems have been solved in more advanced
algorithms like RPROP [19], iRPROP [20] and QuickPROP
[21]. We made experiments with fix structured neural networks
and with cascade training methods [22], [23], too. Cascade
training methods begin training with only input neurons con-
nected directly to output neurons, and neurons are added one
by one to the network and are connected to all previous
hidden and input neurons. This kind of training algorithm has
an important parameter, i.e. the number of applicable hidden
neurons to limit ANN’s size. At the end of training process we
get a cascade network. This network is trained to minimize the
mean-squared-error between the network’s output and the true
values on a set of training examples. Our experiments show
that cascade networks are more efficient in current situation
then fix structured networks.

We used cascade training where hidden neuron limit was
36. The ANN was trained by Fahlman’s Cascade2 algorithm
[22], [23], which is the second version of Cascade-Correlation
algorithm. We made experiments with different number of
hidden neurons and our observations showed that 36 is the
optimal limit of hidden neurons. Execution of such a network
is still fast enough and in the mean time complex enough to
estimate bandwidths. Each neuron had an activation function
from the function setφ. φ contained many different functions
like sigmoid, Gaussian, Elliot, etc; these function provide non-
linear mapping of the neurons. The applied neural network has
35 input neurons, 36 hidden neurons and 2 output neurons.

As discussed previously in the network measurements we



used packet trains with a given pattern ofδ input spacing
values. After transmitting the probe pattern through the net-
work path, we got a sequence ofδ′ output spacing values.
This vector contains all the information we want to use in the
estimation process, so these vectors are the input vectors of
the neural network.

We would like to estimate two parameters: the physical and
the available bandwidth. After training the neural network
has to provide these values, as outputs. Since these outputs
of the neural network in the implemented algorithm are
the real values between 0 and 1, we had to normalize the
real bandwidth values into[0, 1] to be compatible with the
network outputs. If we limit the possible upper bound (µ)
of target links physical bandwidth than we can give a very
simple transformation as follows.

normalizebw(bandwidth) =
bandwidth

µ
(2)

For the simulated scenario we set this maximal bandwidth
to 20 Mbps, while for the measurements in the ETOMIC
infrastructure the maximal bandwidth was set to100 Mbps.

C. Training on single-hop systems

Since we want to prepare the neural network for all the
possible situations, the representative coverage of the parame-
ter space is very important. To train the network we used the
packet level simulator to get the output spacing sequences (in-
put vectors) and physical and available bandwidths (outputval-
ues) in wide range of network conditions. We set the physical
and available bandwidths in the network simulator to random
values, between0 and 20 Mbps. On each physical/available
bandwidth pair we did simulations which generated many
sequences ofδ′ output spacing values. Theδ input spacing
values were the same for all of our experiments. In the training
process we have used large number of training sequences.
Each training sequence is an average of100 δ′ sequences from
the simulation with the same physical/available bandwidth
pair. These were used as input vectors, and the corresponding
physical and available bandwidth as target output values. The
performance of the network was then tested on an independent
set of simulations, or on real measurement data, as described
in the next sections.

D. Training data on multi-hop systems

The multi-hop training data was generated similarly to the
single-hop data, but due to the different limiting bandwidths
in this case we created two different training set: one for sim-
ulations and laboratory experiments with20 Mbps maximal
capacity and one for experiments in the ETOMIC infrastruc-
ture where the maximal bandwidth was100 Mbps. We made
training examples in the same way as previously, while the
physical bandwidth was interpreted as the minimal physical
bandwidth and the available bandwidth was interpreted as
the minimal available bandwidth in the path, see Eq.(4). We
tested these neural networks in simulations, in laboratory
experiments and in real Internet experiments performed in the
ETOMIC testbed.

E. Implementation

We used the Fast Artificial Neural Network Library (FANN)
[24] to implement our neural networks. This is an open source
C library which implements multilayer neural networks. It
includes a framework for easy handling of training data sets.
It is easy to use, versatile, well documented, fast and many
training algorithms are available for users.

VI. PERFORMANCE ANALYSIS WITH PACKET LEVEL

SIMULATIONS

In order to validate the neural network based method wide
range simulation studies were performed. In the simulation
scenarios we are able to compare the real network parameters
to the estimated ones. It is also possible to compare the
accuracy of the estimations based on the granular model and
based on the neural network model. We consider three different
cases. First single-hop scenarios are investigated with long
term averages in the〈δ′〉 output spacing values. It results well
sampled dispersion curve and the possibility to fit the granular
model precisely. Next we consider single-hop scenarios, but
with short term averages in the output spacing values to model
more realistic experiment settings. The dispersion curvesbased
on short term data collection are more noisy, the〈δ′〉 average
output spacing value has higher variance which means that
the granular model cannot be fitted so accurately. Finally
multi-hop scenarios considered. In this cases we would like
to model multiple hop cases which can occur in real Internet
experiments. The data collection in the multi-hop scenarios
are short term to model the limitations of real data collection.

For all the scenarios we performed large number of packet
level simulations with the PSIM simulation package [25].
The physical bottleneck bandwidth were varied in2..20 Mbps
range while the cross traffic bandwidth were varied in the0..18
Mbps range. The cross traffic arrival process was Poissonian
and the cross traffic has trimodal packet size distribution with
realistic Internet parameters (Pg = 9786 bits), the same were
used in [1].

To compare the estimation accuracy for the granular and
neural methods we present scatter plots with the real and
the estimation values and we present also the cumulative
distribution function (CDF) of the relative estimation error,
which is defined as:

RelativeError =
x − x∗

x
, (3)

where x is the real value to be estimated andx∗ is the
estimated value. The calculatedRoot Mean Square(RMS)
values are also incorporated in the figures, and also presented
in Table I.

In all the cases we focus on the estimation only the two most
important network parameter, namely the physical bandwidth
and the available bandwidth. The cross traffic granularity is
assumed to be constant.

A. Single-hop scenarios with long term averages

In these simulations we considered long term averages
of the 〈δ′〉 output spacing values. We collected5000 δ′



values to calculate the average. Anyhow this large number of
measurement data is not realistic in real network experiments,
it is worth to see how the methods are performing in ideal
situation.

The scatter plots can be seen in Fig.4. The upper row
presents the estimation results for the physical bandwidth. The
left figure (Fig.4a) shows the results based on the granular
model, the middle figure (Fig.4b) shows the results based on
the neural network estimation. The right figure (Fig.4c) shows
the CDF of the relative error for both estimation methods.
The lower row presents the estimation results for the available
bandwidth. As before, the left figure (Fig.4d) presents the
estimation results based on the granular model, the middle
figure (Fig.4e) presents the results based on the neural network
estimation, while the right figure ( Fig.4f) shows the CDF of
the relative error for both estimation methods.

From the figures one can see that the both estimation method
performs very well. The estimation error is almost negligible
for the estimation of the physical bandwidth, while for the
estimation of the available bandwidth the usual error is very
low. The CDF plots show that the fitted parameters of the
granular model match the real values more precisely than the
neural network based estimation. The quality of the parameter
estimation also can be represented by the RMS values, which
can be seen in Table I.

B. Single-hop scenarios with short term averages

Next we consider very similar cases as in the previous
paragraph. Here we investigate single-hop scenarios with the
same physical bandwidth and cross traffic parameter sets as
before. The only difference is that here we calculate the〈δ′〉
output spacing values only for 100 consecutive probe trains.

The estimated results can be seen in Fig.5. The upper row
presents the estimation results for the physical bandwidth. The
left figure (Fig.5a) shows the results based on the granular
model, the middle figure (Fig.5b) shows the results based on
the neural network estimation. The right figure (Fig.5c) shows
the CDF of the relative error for both estimation methods.
The lower row presents the estimation results for the available
bandwidth. As before, the left figure (Fig.5d) presents the
estimation results based on the granular model, the middle
figure (Fig.5e) presents the results based on the neural network
estimation, while the right figure ( Fig.5f) shows the CDF of
the relative error for both estimation methods.

The presented results shows that the accuracy of the pa-
rameter estimation decreases drastically only in the granular
model based available bandwidth estimation as we decrease
the number ofδ′ values in the average. The error of the neural
network based available bandwidth estimation also increases
a bit, but not as drastically. One can see that the physical
bandwidth estimation remains accurate for both estimation
method.

We can conclude that the estimation accuracy based on
the granular model is strongly related to the stability of
the dispersion curve (i.e. the number ofδ′ values in the
averages). This strongly affects the estimation accuracy of the

available bandwidth, while the physical bandwidth estimation
remains accurate even in the case of short term averages.
The neural network based estimation not so sensitive to the
shorter averages and gives better estimations for the available
bandwidth. The neural network based estimations remain
almost as accurate as they was in the previous (’long term
average’) case.

C. Multi-hop scenarios with short term averages

Finally we consider scenarios with multiple hops along
the network route. Usually it is difficult to estimate network
parameters from packet pair or packet train dispersion curves if
the tight link (i.e. the network link with the smallest available
bandwidth) and the narrow link (i.e. the link with the smallest
physical bandwidth) are not the same in the network path.
The dispersion curve imply the information of the changed
separation of the probe packets. The origin of the changing can
be some network effect, interaction with cross traffic, increased
spacing due to smaller physical bandwidth, or both effect at
the same time. The output spacing of the probe packets after
the first relevant (where the probe packet separation changes)
hop will be the input spacing for the next hop, where other
changes can happen in the probe packet separation. This way
we cannot tell where and what kind of network effect leaded
to the finally observed dispersion curve. This is why we use
neural network to estimate available bandwidth. The neural
network can be trained on multi-hop dispersion curves to do
the estimations. In the following we present estimations onthe
dispersion curves collected in multi-hop scenarios, wherethe
estimations are done with the single-hop granular model and
a multi-hop trained neural network.

In multi-hop case in use the following definition of physical
bandwidth and the available bandwidth

C = min
h=1..H

Ch, A = min
h=1..H

Ah, (4)

whereH is the number of hops in the network route. Here
we would like to notice again that the hop with the minimal
physical bandwidth do not need to be the same with the
minimal available bandwidth. In these cases the minimal
physical bandwidth have to be considered as the maximal
bandwidth one can reach, while the available bandwidth have
to be considered as the currently existing free transmission
capacity across the network route.

To investigate the accuracy of the estimation methods we
performed several 2 hop scenarios. The physical bandwidth of
each hop was varied in the2..20 Mbps range independently,
while the cross traffic was varied in the0..18 Mbps range
independently for each hop. Theδ′ values were averaged for
100 consecutive probe patterns.

The estimated physical and available bandwidths can be
seen in Fig.6. The upper row presents the estimation results
for the minimal physical bandwidth. The left figure (Fig.6a)
shows the results based on the granular model, the middle
figure (Fig.6b) shows the results based on the neural network
estimation (trained on 2-hop data). The right figure (Fig.6c)
shows the CDF of the relative error for both estimation
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Fig. 4. Single-hop scenario with long term averages. The scatter plots and the CDF for the physical bandwidth estimation(upper row) and the available
bandwidth estimations (lower row). The granular model based estimation results can be seen in the left column, the neural network estimation results in the
middle column, while the CDF plots are in the right column.
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Fig. 5. Single-hop scenario with short term averages. The scatter plots and the CDF for the physical bandwidth estimation (upper row) and the available
bandwidth estimations (lower row). The granular model based estimation results can be seen in the left column, the neural network estimation results in the
middle column, while the CDF plots are in the right column.
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Fig. 6. Multi-hop scenario with short term averages. The scatter plots and the CDF for the physical bandwidth estimation(upper row) and the available
bandwidth estimations (lower row). The granular model based estimation results can be seen in the left column, the neural network estimation results in the
middle column, while the CDF plots are in the right column.

methods. The lower row presents the estimation results for the
minimal available bandwidth. As before the left figure (Fig.6d)
presents the estimation results based on the granular model, the
middle figure (Fig.6e) presents the results based on the neural
network estimation, while the right figure ( Fig.6f) shows the
CDF of the relative error for both estimation methods.

One can see that the estimated values deviate more sig-
nificantly from the real ones. In Fig.6a it can be clearly
seen the back-draw of the usage of a single-hop model to
estimate multi-hop network. This is the underestimation ofa
real physical bandwidth. One can also observe that there is a
lower limit in the estimated values. In the current case this
is exactly at the half of the real physical bandwidth. This is
because we used the same maximal physical bandwidth for
both hop in the simulations and the worst case theoretically
if we estimate the half of the real physical bandwidth. This
can be easily proved. Anyhow, the estimation of the available
bandwidth gives reasonable estimates even if they are much
less accurate as they were in the single-hop cases. The results
for the neural network based estimation are better, which isnot
surprising, since we trained the network on 2-hop scenarios.
The estimation accuracy which can be seen in Fig.6d, and in
Fig.6e are inherent properties of packet pair separation based
techniques in a multi-hop scenario and do not depend on
the method used in the available bandwidth estimation tool.
With this kind of measurement methods, where the signature
of different hops can affect the same dispersion curve, the
parameters cannot be resolved with more accuracy. Beside
of the increased error in the parameter estimation the neural

TABLE I

ESTIMATION ACCURACY (RMS) IN THE DIFFERENT SCENARIOS. THE

VALUES ARE IN MBPS.

physical bandwidth available bandwidth
granular neural granular neural

single-hop (long avg.) 0.01 0.21 0.41 0.46
single-hop (short avg.) 0.09 0.30 2.30 0.71
multi-hop (short avg.) 2.17 1.27 0.98 0.79

laboratory exp. (short avg.) - 0.36 - 0.58

network based estimated values give important information
about the parameters of the network route, since their average
deviation from the real parameters are very low: for the
physical bandwidth∆C = 1

N

∑N

i=1
(x − x∗) = 0.013 Mbps,

for the available bandwidth even smaller∆A = 0.011 Mbps
(for the granular model the same values are:∆C = 1.47 Mbps,
and∆A = 0.08 Mbps). For all the scenarios the RMS values
are presented in Table I. One can see that the neural network
based parameter estimation is more accurate even in single-
hop and multi-hop cases if theδ′ values are averaged only for
a short term.

Finally we can conclude that the neural network based
estimation method gives better estimations if we use short term
averages. The duration of the data collection is very important
in real Internet experiments, since the traffic conditions can
changes in small time scales. In the next section we demon-
strate the performance of the neural network based method in
test laboratory experiments.
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Fig. 7. Estimated parameters for real Internet experimentsperformed in the ETOMIC testbed. The upper row presents the estimated physical bandwidth, the
lower row presents the estimated available bandwidth for three different case. Each case (column) represents several measurements where the receiver node
were the same, while the colors represents the different sender nodes.

VII. VERIFICATION IN LABORATORY EXPERIMENTS

Every parameter estimation method needs to be validated
in experiments performed in real networks where the network
parameters can be controlled. It is needed to compare the
estimated quantities to the real ones. We performed laboratory
experiments in a small testbed which consists of 6 computers
(cross traffic generator and sink, two routers to emulate the
bottleneck link and a sender and a receiver computer for
the probe traffic). The computers were separated from other
machines and the measurement traffic was also separated
from management traffic (e.g. synchronization messages).
In order to emulate the bottleneck router we used a self-
developed Linux kernel module on the router computers. This
link module can emulate the behavior of a link with given
bandwidth, delay, random packet drop ratio and buffer size.
In our experiments the packet drop ratio was set to 0 (i.e.
only buffer overflow could occur), also the additional delay
was set to0 (i.e. for the physical delay), while the buffer
size was set to800 Kbit. The cross traffic was generated by
the well-knownD-ITG traffic generator [26]. The
probe packets were standard UDP packets with 1400 bytes
payload. The arrival time of the received packets was logged
at the network interface card with thepcap library.

The performed test scenario was very similar to the sim-
ulated cases. For every test case we set a given physical
bandwidth (i.e. the bandwidth parameter in the link emulation
module) and also a certain cross traffic to emulate different
network conditions. The bandwidth values were varied in the
1..10 Mbps range. Theδ input spacing values were also the

same as were used in the simulations. Theδ′ output spacing
values were averaged for100 consecutive probe trains.

From the results of the neural network based parameter
estimation we can conclude that the accuracy of the parameter
estimation remains accurate for both relevant network param-
eters. The physical bandwidth can be estimated with higher
precision, but also the estimated available bandwidth values
are very close to the real ones. The calculated RMS values
for the laboratory experiments can be found in Table I.

After a successful test laboratory experiments we are able to
use the neural network based estimation method in real wide
area Internet experiments. In the next section we present the
experiments performed in the ETOMIC testbed.

VIII. D ATA COLLECTION IN THE ETOMIC
INFRASTRUCTURE

The previously introduced neural network based estimation
method is used to make our large scale available bandwidth
survey in the European Internet. To collect measurement data
in the real Internet we performed our measurements between
the nodes of the ETOMIC Infrastructure. In our wide area
experiment we used 11 measurement nodes spreading the
European Internet from Birmingham, UK to Jerusalem, Israel
and from Chania, Greece, to Stockholm, Sweden.

In our measurements it is important to be able to send and
capture packets with accurate timestamping and to measure the
input and output spacing correctly. To achieve high precision
of timestamping the active measurement nodes used in the
experiments were equipped with DAG measurement cards and



GPS receivers. The most important property of packet pair
measurements is the precision of the timestamping, which
determines the quality of the raw data.

During a measurement session every ETOMIC node was
used as senders and also as receivers. The order of the sender-
receiver pairs was fixed before the experiments to avoid cases
where a certain node is a destination for multiple senders.
During the experiment session after a probe pattern transmis-
sion is over (at the same time in all the ETOMIC nodes)
a new probe pattern transmission is following with a new
sender-receiver allocation. This path selection method makes
possible to collect measurement data from all the network
paths between the measurement nodes.

The probe pattern used in the ETOMIC experiments differs
from the probe pattern used in simulations, since the relevant
scale of the network parameters are also different in the two
cases. We used UDP probe packets with1400 bytes payload.
The real physical bandwidth values were known before the
experiments, all the paths between the used measurement
nodes has the minimal physical bandwidth of100 Mbps. The
actual available bandwidth values are not known before. The
aim of the data collection and parameter estimation is to
estimate this parameter for various network paths in the same
time.

Due to the limited number of pages in Fig.7 we present
the estimated values for only a small fraction of the large
amount of collected data. In the figure we present the results
only for 3 receiver nodes. Each column represents one mea-
surement node, while the different colored lines represents the
estimations belonging different sender nodes. The black solid
line shows the average of the different colored curves. In the
upper row the estimated physical bandwidth can be found.
The estimated values seems to be stable and their estimation
error is only 1 − 5% (here we know the exact values:100
Mbps for all network path between the ETOMIC nodes). In
the lower row the estimated available bandwidth values can
be found. The bunching of the colored curves shows that the
tight link (the link with the smallest available bandwidth)is
usually in the incoming links of the institutes hosting the
ETOMIC nodes. This is very similar than the statement of
a previous tomography study, where the authors observed that
the amount of the incoming traffic is usually higher than the
outgoing traffic [27] in the academic places (where most of
the ETOMIC nodes are hosted).

IX. CONCLUSION

We have demonstrated that neural networks can be a useful
tool in the area of network research. The accuracy for band-
width estimation is limited only by the precision of the input
data. Since the method does not require detailed modeling
of the system, this scheme can be easily extended for other
problems of network analysis, too.
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