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Abstract— Efficient and reliable available bandwidth measure- In the training period they try to find the relation betweea th
ment remains an important goal for many applications. In this  raw input data (packet delay statistics) and the outputeglu
paper we introduce an empirical bandwidth estimation tool kased (physical and available bandwidth, in our case).

on neural networks. Training the neural network on simulation Artificial | networks 1101 i fth i
data, it provides reliable estimation of physical and avaihble riificial neural networks [10] is one of the most represen-

bandwidth for simulated single and multi-hop networks, in tative class of machine learning techniques, their malssive
laboratory environment and among the real world conditions parallel architecture makes them especially interestimdest
of the ETOMIC testbed. real-time applications. The mathematical details andrivate
parameters of the neural network are not interpreted, after
training is finished the neural network is used only to bindl
Reliable and fast estimation of the physical and availabé&timate unknown output values based on known input values.
bandwidth along a network path is crucial in congestione show, that the accuracy of the estimation by the neural too
control, streaming applications, QoS verification and aer is comparable to the theoretical values in the single-hee ca
networks. Several bandwidth measurement ideas have begrere exact analytical results are available, and reagpnab
discussed in the literature [1]-[6] and several of them haggod in the multi-hop case, too.
been implemented, too. The estimation tools usually sendThe structure of the paper is the following. In Section Il we
streams of packets through the network and the changes offifgt delineate the structure of the ETOMIC testbed. Sedtion
packet delays due to queuing are used to estimate the physig#efly describes the available bandwidth estimation mgsho
and available bandwidth. The introduction of the granular model we will use as a
ETOMIC [7], [8] testbed consists of 18 nodes distributegeference to calibrate and evaluate our neural networkdbase
all over Europe, all synchronized with GPS and equippadol can be found in Section IV. The details of the neural
with high precision network measurement cards. A web-basedtwork are given in Section V. We perform tests using packet
framework helps the researchers to perform measurements ®vel simulated data in Section VI and using real measur¢snen
all the traffic traces are collected into a central repogitorin a laboratory environment in Section VII. Finally in Seti
These features makes ETOMIC an ideal testbed for developigl we provide the results of the application of the method
and evaluating bandwidth estimation tools. on measurements in the ETOMIC testbed.
In this paper our goal is not to provide a broad benchmark
of the available tools, in this real world testbed, rathecad
the attention of the network measurement community to a newThe ETOMIC (European Traffic Observatory Measurement
approach based on machine learning. InfrastruCture) project is especially focused on reatiza
Behind the current bandwidth estimation methods usualBaneuropean measurement infrastructure, consistinguneeas
there are some simple or more detailed mathematical modeheént nodes which are deployed at selected European loca-
the links and buffers along the network path. Most models usens. ETOMIC is targeted to provide the scientific com-
fluid approximation and single bottlenecks, while others usnunity with a measurement platform that is i) fully open
granular model [1] and also there are attempts to go beyoawd reconfigurable and ii) extremely accurate (nanose¢onds
the single hop scenario [9]. Despite the efforts, tools #rat and GPS-synchronized. ETOMIC has been designed to allow
based on the the detailed analytical model of a multi-hop cagsearchers to perform any kind of measurement experiments
are still not existing and probably will not be plausible fast To do so, researchers are provided with a web based inter-
bandwidth estimation due to the complexity of the task.  face to manage their softwares, experiments and time and
When detailed mathematical models are not available node reservations in the infrastructure. Finally, the ETIOM
too complicated for practical work, - like in case of severahanagement kernel takes care of the software upload and
examples in other scientific disciplines -, the applicat@n experiment execution, in a fully automated fashion. Cutyen
empirical methods based on machine learning can be sensthke infrastructure contains 18 PC based high-precisior GP
solution. Machine learning techniques are black box methogynchronized active probing nodes.

|I. INTRODUCTION

II. THEETOMIC INFRASTRUCTURE
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performed before the experiment starting time. Once the file
are uploaded, the measurement nodes are programmed with
the starting and ending time for each of the executables that
are going to be run for the experiment. During the experiment
execution task, the management kernel is on standby until
the end of the experiment. Once the experiment is finished,
the management kernel will download the resulting data files
from each measurement node. ETOMIC provides an inter-
face for researchers to define new experiments, to reserve
the measurement nodes and to download results from the
management system. The interface is based on the ubiquitous
Web service. The user is offered the following functioniedit
through the interface: Adding a new program, Uploading data
files, Creating an experiment-Bundle, Booking ETOMIC time,
and Obtaining results.
ETOMIC is an ideal testbed to develop new traffic measure-
Fig. 1. The geographical locations of the ETOMIC measurémedes.  ment methods, since it is a full-configurable, high-prexisi
GPS-synchronized easy to use testbed, which is open for the
researchers. The real Internet experiments presentedisn th
The ETOMIC nodes are high-precision probing nodes, dgiper were performed in the ETOMIC infrastructure. Finally
to the Endace DAG cards incorporated in the nodes. Suge would like to mention that the ETOMIC Infrastructure was
cards are specifically designed to transmit packet traits wawarded by the Best Testbed Award on the Tridentcom 2005
strict timing, in the range of nanoseconds. GPS receivebnference.
is also incorporated to the measurement nodes, so that the
whole measurement infrastructure is synchronized to theesa IIl. AVAILABLE BANDWIDTH ESTIMATION
reference clock. In recent years the characterization of network traffic has
A central management system is in charge of system cdseen the interest of measurements in the Internet [1]-[6¢. T
trol, comprising not only the scheduling and execution adfnportance of measuring the main parameters of network traf
measurements experiments, but also system monitoring diedis evident. For many applications, such as audio and video
configuration. The software running in the management Bystetreaming, it is essential to know the available bandwidth o
is called the management kernel. Researchers can intetaetnetwork path [11], [12]. Usually, end-to-end measunaisie
with the management system through the web user interfage used to obtain information about the traffic conditions
and account database. ETOMIC provides an account to ea¢ha path and various probing strategies emerged. Several
registered researcher, so that they can upload software #msls were published to give reliable available bandwidth
download measurement results. estimations in the last decade. In traditional methods the
The measurement nodes are based on standard PC hardyacget delays are used to observe the available bandwidth of
with Debian GNU/Linux 3.0 (Woody) with enhanced kerneh given network path [13], [14]. These methods are based on
capabilities for low level network access without root priv that the packet delay values are sufficiently constant when
leges. For the network monitoring interface an Endace DAfBe probing rate is smaller than the available bandwidth,
3.6 GE is used, which is specifically designed for active arahd increasing suddenly when the probing rate exceeds the
passive monitoring. Such cards do not use interrupts taabigavailable bandwidth. Recently a new class of active probing
packet arrivals to the kernel, and, thus, packets can bemapt techniques has emerged based on observing an increased
at gigabit speeds. GPS reference signal is used to timestaseparation of probe packets due to local saturation of teegu
the incoming packets with high resolution. The resultingt the narrow link, and do not require the knowledge of link
accuracy is 100 nanoseconds in the packet timestamps aagacities along the path [1], [6], [12]. In this paper we @6 n
interframe generation intervals. compare the different estimation methods, since seveaurdy st
The management kernel constitutes the core of the centtah be found in this field [12], [15]. Here we would like to
management system. It is in charge of scheduling the exppresent experimental results, based on data collectiohdan t
iments and keeping the corresponding results in the trafB@OMIC testbed, while the estimation are made with recent
repository. The management kernel performs the followingethods.
tasks: Software upload and measurement node configuratiorinalysis of the dispersion process of packet pairs plays
Experiment execution, and Results download. Such tasks areessential role in determining the properties of crodfidra
internal to the system and transparent to the researclhats, and other network conditions from experiments. The stadibt
will only use the web interface to upload software to thanalysis should rely on certain theoretical assumptionten
central management system and retrieve measurements. déils of this dispersion process. The simplest approatie
software upload and measurement node configuration tasklisd model where the cross traffic is regarded as a continuum




of infinitely small packets [11]. The finite packet size, thé¢he cross traffic packet size distribution are not knownapri
granular nature of the traffic has an important impact on tl8nce our goal is to apply the results for realistic measergm
observable packet dispersion, which is disregarded in thé fl data, we should use the measured dispersion (average output
model [9], [16]. The packet-pair spacing is the variablet thapacing) curves to extract this information. It is possitie
plays a key role in the analysis of the end-to-end packet palmaracterize the curves with a few aggregate parameters due
measurements. The available bandwidth and other parasneterthe granular model. The fluid model serves as the first
of the route can be estimated by studying its statistics. Inocader, crudest approximation of the average output spacing
recent study the granular model of packet pair separatian waurve. Deviations from the fluid model are caused by the
derived, which given a closed form expression to describe thranular nature of the cross traffic. At a fixed cross traffic
packet pair dispersion curve [1], [16]. This model introdsic rate the granularity of the flow can be well characterized by
the cross traffic granularity as a new parameter. the weighted average of the packet size in the cross traffic
Based on the theoretical models we assume that the fé}; = >, W, P;, where the weight$V; = \,P;/ >, \; P; are
lowing constraints hold for the network: in general there aproportional with the bandwidth occupied by the stream of
multiple hops in the end-to-end measurement path, therepisckets of sizeP;. In practice, this means that for fitting the
no packet re-ordering in the probe train, we assume that tlweperimental curves it is sufficient to use the exact formula
routers have a FIFO policy and a constant service rate.  derived for the M/D/1 model where the cross traffic packet
We use the well known definition of trevailable bandwidth size parameteP should be set to the granularify),.
[12], [25]: In this paper, beside of the importance of the specific
1 [t value of the granularity parameter of the cross traffic, we
A= mi H(Ah(t,f)) = min <;/ (Ch — An( ))dt) use a constant granularity parameter corresponding to the
T T K (1) Mmost recent packet size distributions observed on therleter

where A, (¢, 7) is the available bandwidth at tHeth hop at backbones [17]. The same granularity parameter was used to

time ¢, Cy, is the physical capacity, ank, is the traffic of the Model Internet-like packet size distributions in [1]. Weeds

hop k. The available bandwidth for eute consistsH hops this simplification to focus on _the estimation qf the two most

is the minimum of the available bandwidth values for eaci¢lévant parameters: the physical and the available battblwi

h € H hop in the route. Using only one constant granularity parameter is reasenabl
Packet trains were used to collect the probe packet sepaifice we use real Internet-like granularity value.

tion data, while the probe rate was variable in the packetdra The parameters can be estimated with different accuracy,

(e.q. packet chirps) to scan the transitional region witle firflue to their different weight in formula given in [16] f@b").

steps, while the asymptotic part was scanned with rough;stekﬁ‘ Fig. 3 we show the relationship between the estimation

The collected probe packet separation values were avera§bdhe physical and the cross traffic bandwidth. In the figure

for the packets with the same sequence number in the tr&R{ors represents the? values for a specific physicat’(

(i.e. for the packet pairs with the same input spacing). A#d cross traffic bandwidtiCt) values for a given dispersion

observed dispersion curve for the probe packet separagion €urve. The minimum of thec surface represents the most

belonging theC* and C: parameters fits best to the observed
IV. GRANULAR MODEL FORPARAMETER ESTIMATION dispersion curve. Since the minimum is not complicated,
In this section we briefly overview the granular modehny standard minimization algorithm such as tlevenberg-
of packet pair separation [16]. This model is based on Marquardt Algorithmmethod can be used. In this paper we
transient solution of the Takacs integro-differentiabiation used a simple discretization of the parameter space’., P,)
(for M/G/1 type queues). The granular model in addition t determine the best fitting theoretical curve. It can bensee
the parameters of the fluid approximation (physical bantwidfrom the figure that the estimation of the physical bandwidth
and the average cross traffic rate) takes into account a niewhe most accurate, while the estimation of the cross draffi
parameter characterizing the granularity of the crosdidraf bandwidth is less accurate. This property will arise alsthn
These three parameters determine the average packet-pait sections.
separation. This model describes correctly the data deliec
in simulations, in laboratory and in Internet experimeiiise
main advantage of this new model is that it connects trahsien In this section we shortly introduce the new neural network
gueuing theory with packet pair measurements directly. Theased approach in measurement data analysis and provide the
simplest M/G/1 type case is an M/D/1 queue, where the cragstails of our artificial neural network (ANN) based bandthid
traffic consists of packets of uniform sizeand Poisson arrival estimator.
rate . In this case the derivation leads to an explicit form _
of the dispersion curve. This exact solution for the M/D/f\: Overview of neural networks
case makes possible to analyze the dependence of the averagetificial neural networks are inspired by biology. Since
output spacing on the packet size and this way it goes beyahedir early development in the 80’s this topic is a very activ
the fluid approximation. In general the paramet®rs” and area of research, partly because there is a hope that some day

V. NEURAL NETWORK



puts are usually calculated as a nonlinear (typically sigino

al function of the weighted sum of the inputs. The weights in the
sum, the so called synaptic weights are tunable parameters.
The learning process is nothing else, but the adjustment
g 3T of these weights, until the optimal behavior of the neural
E network is reached. Another freely adjustable propertyhef t
{3\: ol neural network is its connection structure. Some algorithm
use fix structure, often organized in input, hidden and autpu
g i layers, and some are able to automatically update not jest th
ir neurgﬁistwmgrkzes‘t)i%gtigg synaptic weights but the structure, too. Using neural neke/o
: fitted granular curve -~ for estimation is a two step process. First we need a so
0 1 6[m25ec] 8 4 called training set, where both the inputs and the desired

corresponding outputs are known. Checking the difference

between the output of the network and the desired output

we got some error signal. Synaptic weights are adjusted unti

this error signal reaches its minimum. The architecturewf o

150 _ estimator is the same for the single-hop and for the multi-ho
’7 100 cases, but of course we have to use different set of synaptic

80 weights trained on different training data. There are watege

of various types of neural networks, now we provide the detai

of our choice of training algorithms and network structure i

the following subsections.

Fig. 2. The observed dispersion curve and the two fitted #teat curves.
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B. Training process and network structure

The most widely used training algorithm for feed-forward
O 30 60 9 120 150 networks is the back-propagation algorithm [18]. This solu
physical banduidh (Mops] has some limitations like slower convergence during trajni
time and the extent of adjustment to the weights in each
Fig. 3. - Thex? surface of the parameter estimation. The gray scale levelg,ration. These problems have been solved in more advanced
indicate the values. The two bandwidth parameters are dvaniea typical . . . .
measurement scenario to illustrate the accuracy of themmea estimation. algorithms like RPROP [19], iRPROP [20] and QuickPROP
The real parameters areé = 100 Mbps andC.. = 55 Mbps. [21]. We made experiments with fix structured neural network
and with cascade training methods [22], [23], too. Cascade
training methods begin training with only input neurons-con
they can explain the roots of the intelligent behavior, aisd a nected directly to output neurons, and neurons are added one
because they can be used as practical tools. Neural netwdskSone to the network and are connected to all previous
have been applied in wide range of science disciplines, sugldden and input neurons. This kind of training algorithns ha
as financial forecasting, automated control systems, weathn important parameter, i.e. the number of applicable midde
forecast, etc. neurons to limit ANN's size. At the end of training process we
For our purposes a neural network is a machine learniggt a cascade network. This network is trained to minimiee th
approach to approximate complex relations between vasablmean-squared-error between the network’s output and diee tr
ANNs can be viewed as a black box which has severahlues on a set of training examples. Our experiments show
inputs and outputs. In the training process they learn thieat cascade networks are more efficient in current sitnatio
relation between input and output by looking at examplelen fix structured networks.
of the input output pairs. In our case, we assume that inWe used cascade training where hidden neuron limit was
general there is a special function that maps sequences36f The ANN was trained by Fahlman's Cascade2 algorithm
the ¢’ output spacing values (i.e. the dispersion curve) {@2], [23], which is the second version of Cascade-Coriatat
physical and available bandwidth. The basis of our bandwidlgorithm. We made experiments with different number of
estimator is approaching this function with an artificialred hidden neurons and our observations showed that 36 is the
network. We have seen that for the simple single-hop caise, tbptimal limit of hidden neurons. Execution of such a network
relation can be expressed directly in a mathematical form. is still fast enough and in the mean time complex enough to
a more complex case, the relation is not available explicitlestimate bandwidths. Each neuron had an activation fumctio
but we will show, that from the information provided by thefrom the function set. ¢ contained many different functions
input-output spacing pairs, the neural network will be able like sigmoid, Gaussian, Elliot, etc; these function pravitbn-
reconstruct the relation. linear mapping of the neurons. The applied neural netwosk ha
Neural networks contain interconnected discrete elemen3$ input neurons, 36 hidden neurons and 2 output neurons.
the so called neurons. Neurons have inputs and outputs. OutAs discussed previously in the network measurements we

o



used packet trains with a given pattern dfinput spacing E. Implementation

values. After transmitting the probe pattern through the ne e ysed the Fast Artificial Neural Network Library (FANN)
work path, we got a sequence 6f output spacing values. [24] to implement our neural networks. This is an open source
This vector contains all the information we want to use in th€ |iprary which implements multilayer neural networks. It

estimation process, so these vectors are the input vectors@|ydes a framework for easy handling of training data.sets

the neural network. _ It is easy to use, versatile, well documented, fast and many
We would like to estimate two parameters: the physical a@%ining algorithms are available for users.

the available bandwidth. After training the neural network

has to provide these values, as outputs. Since these outputsY!- PERFORMANCE ANALYSIS WITH PACKET LEVEL

of the neural network in the implemented algorithm are SIMULATIONS

the real values between O and 1, we had to normalize theln order to validate the neural network based method wide

real bandwidth values intd0, 1] to be compatible with the range simulation studies were performed. In the simulation

network outputs. If we limit the possible upper bound ( scenarios we are able to compare the real network parameters
of target links physical bandwidth than we can give a vetp the estimated ones. It is also possible to compare the

simple transformation as follows. accuracy of the estimations based on the granular model and
bandwidth based on the neural network model. We consider three differe
normalizey, (bandwidth) = e (2) cases. First single-hop scenarios are investigated witly lo

term averages in th&’) output spacing values. It results well
For the simulated scenario we set this maximal bandwiddampled dispersion curve and the possibility to fit the gianu
to 20 Mbps, while for the measurements in the ETOMIGnodel precisely. Next we consider single-hop scenarios, bu
infrastructure the maximal bandwidth was setl@® Mbps.  with short term averages in the output spacing values to mode
C. Training on single-hop systems more realistic experiment settings. The dispersion curessd
ol short term data collection are more noisy, {fie average
output spacing value has higher variance which means that
H%e granular model cannot be fitted so accurately. Finally
ulti-hop scenarios considered. In this cases we would like
{g model multiple hop cases which can occur in real Internet
C%periments. The data collection in the multi-hop scemario
e short term to model the limitations of real data coltacti
For all the scenarios we performed large number of packet
vel simulations with the PSIM simulation package [25].
he physical bottleneck bandwidth were varie@ir20 Mbps
range while the cross traffic bandwidth were varied in(th&s
é\ggps range. The cross traffic arrival process was Poissonian

Each training sequence is an average(sf ' sequences from and_th_e cross traffic has trimodal packe_t size distributidth w
the simulation with the same physical/available bandwicff2/ISUC Internet parameters:{ = 9786 bits), the same were

pair. These were used as input vectors, and the corresrgpncH edin [1]. th timati for th | d
physical and available bandwidth as target output valubs. T 0 compare the estimation accuracy lor thé granuiar an

performance of the network was then tested on an independ 0 ral methods we present scatter plots with the real and

set of simulations, or on real measurement data, as dedcri% ;r%St;'rgﬁtlfozc\t/'ilge(s(;SE? ngethgrer’:g:j[ :IZ;.::Z{S;JEJ:M'VQ
in the next sections. Istrioution tunct v imati :

which is defined as:
D. Training data on multi-hop systems *

r—Xx
The multi-hop training data was generated similarly to the

Since we want to prepare the neural network for all t
possible situations, the representative coverage of thenpm
ter space is very important. To train the network we used t
packet level simulator to get the output spacing sequerices
put vectors) and physical and available bandwidths (outplut
ues) in wide range of network conditions. We set the physi
and available bandwidths in the network simulator to randoff}
values, betweed and 20 Mbps. On each physical/available
bandwidth pair we did simulations which generated ma
sequences o’ output spacing values. Th& input spacing
values were the same for all of our experiments. In the tngini
process we have used large number of training sequen

RelativeError = , 3)
x

single-hop data, but due to the different limiting bandW&lt \yhere + is the real value to be estimated and is the

in this case we created two different training set: one for-si ogtimated value. The calculat®Rbot Mean SquaréRMS)
ulations and laboratory experiments wigd Mbps maximal yajyes are also incorporated in the figures, and also prebent
capacity and one for experiments in the ETOMIC infrastrugy Taple 1.

ture where the maximal bandwidth w&80 Mbps. We made | gJ| the cases we focus on the estimation only the two most

training examples in the same way as previously, while thenortant network parameter, namely the physical bandwidt

physical bandwidth was interpreted as the minimal physicghq the available bandwidth. The cross traffic granulasty i
bandwidth and the available bandwidth was interpreted 88sumed to be constant.

the minimal available bandwidth in the path, see Eq.(4). We _ _

tested these neural networks in simulations, in laboratofy Single-hop scenarios with long term averages
experiments and in real Internet experiments performetient In these simulations we considered long term averages
ETOMIC testbed. of the (¢’) output spacing values. We collected)00 ¢’



values to calculate the average. Anyhow this large numberafailable bandwidth, while the physical bandwidth estiorat
measurement data is not realistic in real network experisjerremains accurate even in the case of short term averages.
it is worth to see how the methods are performing in idedlhe neural network based estimation not so sensitive to the
situation. shorter averages and gives better estimations for theaiail
The scatter plots can be seen in Fig.4. The upper rdwndwidth. The neural network based estimations remain
presents the estimation results for the physical bandwidie almost as accurate as they was in the previous ('long term
left figure (Fig.4a) shows the results based on the granukaerage’) case.
model, the middle figure (Fig.4b) shows the results based an
the neural network estimation. The right figure (Fig.4c)wsso
the CDF of the relative error for both estimation methods. Finally we consider scenarios with multiple hops along
The lower row presents the estimation results for the aviaila the network route. Usually it is difficult to estimate netkor
bandwidth. As before, the left figure (Fig.4d) presents tHarameters from packet pair or packet train dispersionesifv
estimation results based on the granular model, the middie tight link (i.e. the network link with the smallest awle
figure (Fig.4e) presents the results based on the neurabrietwPandwidth) and the narrow link (i.e. the link with the smatle
estimation, while the right figure ( Fig.4f) shows the CDF ophysical bandwidth) are not the same in the network path.
the relative error for both estimation methods. The dispersion curve imply the information of the changed

From the figures one can see that the both estimation metti§@aration of the probe packets. The origin of the changing ¢

performs very well. The estimation error is almost negligib P& some network effect, interaction with cross traffic, éazred

for the estimation of the physical bandwidth, while for théPacing due to smaller physical bandwidth, or both effect at
estimation of the available bandwidth the usual error ig/vef® same time. The output spacing of the probe packets after
low. The CDF plots show that the fitted parameters of tHE€ first relevant (where the probe packet separation clsange
granular model match the real values more precisely than fieP Will be the input spacing for the next hop, where other
neural network based estimation. The quality of the parameghanges can happen in the probe packet separation. This way
estimation also can be represented by the RMS values, wh¢f cannot tell where and what kind of network effect leaded

Multi-hop scenarios with short term averages

can be seen in Table 1. to the finally observed dispersion curve. This is why we use
neural network to estimate available bandwidth. The neural
B. Single-hop scenarios with short term averages network can be trained on multi-hop dispersion curves to do

Next we consider very similar cases as in the pre\,iog,ge estimations. In the following we present estimationshan
paragraph. Here we investigate single-hop scenarios Wweh gispersion curves collected in multi-hop scenarios, whieee
same physical bandwidth and cross traffic parameter setsegfimations are done with the single-hop granular model and
before. The only difference is that here we calculate (e @ multi-hop trained neural network.
output spacing values only for 100 consecutive probe trains !N multi-hop case in use the following definition of physical

The estimated results can be seen in Fig.5. The upper rb@hdwidth and the available bandwidth
pres_ents the _estimation results for the physical bandwidibk C= min O, A= min Ay, (4)
left figure (Fig.5a) shows the results based on the granular =1.H =1.H
model, the middle figure (Fig.5b) shows the results based wiere H is the number of hops in the network route. Here
the neural network estimation. The right figure (Fig.5c)veés0 we would like to notice again that the hop with the minimal
the CDF of the relative error for both estimation methodghysical bandwidth do not need to be the same with the
The lower row presents the estimation results for the avigila minimal available bandwidth. In these cases the minimal
bandwidth. As before, the left figure (Fig.5d) presents thghysical bandwidth have to be considered as the maximal
estimation results based on the granular model, the middi@ndwidth one can reach, while the available bandwidth have
figure (Fig.5e) presents the results based on the neurabrietwto be considered as the currently existing free transmissio
estimation, while the right figure ( Fig.5f) shows the CDF ofapacity across the network route.
the relative error for both estimation methods. To investigate the accuracy of the estimation methods we

The presented results shows that the accuracy of the parformed several 2 hop scenarios. The physical bandwidth o
rameter estimation decreases drastically only in the daanueach hop was varied in th.20 Mbps range independently,
model based available bandwidth estimation as we decreasgle the cross traffic was varied in tHe.18 Mbps range
the number of’ values in the average. The error of the neurahdependently for each hop. T values were averaged for
network based available bandwidth estimation also ine®ad00 consecutive probe patterns.

a bit, but not as drastically. One can see that the physicalThe estimated physical and available bandwidths can be
bandwidth estimation remains accurate for both estimatigeen in Fig.6. The upper row presents the estimation results
method. for the minimal physical bandwidth. The left figure (Fig.6a)

We can conclude that the estimation accuracy based simows the results based on the granular model, the middle
the granular model is strongly related to the stability dfgure (Fig.6b) shows the results based on the neural network
the dispersion curve (i.e. the number &f values in the estimation (trained on 2-hop data). The right figure (Fiyy.6¢c
averages). This strongly affects the estimation accurédtyeo shows the CDF of the relative error for both estimation
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middle column, while the CDF plots are in the right column.

TABLE |
ESTIMATION ACCURACY (RMS)IN THE DIFFERENT SCENARIOS THE
VALUES ARE IN MBPS.

methods. The lower row presents the estimation resultshfor t
minimal available bandwidth. As before the left figure (Bid).
presents the estimation results based on the granular nibeel

middle figure (Fig.6e) presents the results based on theheur physical bandwidth| available bandwidth
network estimation, while the right figure ( Fig.6f) showsth____ granular _ neural| granular _ neural
CDF of the relative error for both estimation methods single-hop (long avg.) 0.0l 021 041 046
: single-hop (short avg.) 0.09 0.30 2.30 0.71
. . . multi-hop (short avg.) 2.17 1.27 0.98 0.79
One can see that the estimated values deviate more Signoratory exp. (short avg. _ 0.36 _ 0.58

nificantly from the real ones. In Fig.6a it can be clearly
seen the back-draw of the usage of a single-hop model to
estimate multi-hop network. This is the underestimatiora of

real physical bandwidth. One can also observe that there is

lower limit in the estimated values. In the current case thPeéhNOrk based estimated values give important information

is exactly at the half of the real physical bandwidth. This ig o_ut_the parameters of the network route, since the.lr geera
eviation from the real parameters are very low: for the

because we used the same maximal physical bandwidth for . . 1N ey

both hop in the simulations and the worst case theoretica &y;:zaé\?;lr;dbvl\gdéﬁ%v; dtjﬁ %/igﬁ (;CmaI%IAr) 106001131 I\'<I/Ibbpss,
if we estimate the half of the real physical bandwidth. Thi or the aranular model the same values a? e 1 A7 Mb ps
can be easily proved. Anyhow, the estimation of the avaslab g e PS,

bandwidth gives reasonable estimates even if they are mit dA4 = 0.08 Mbps). For all the scenarios the RMS values

less accurate as they were in the single-hop cases. Thesre are presented in Table I. One can see that the neural network

T . ased parameter estimation is more accurate even in single-

for the neural network based estimation are better, whiclois : .

. . . .hop and multi-hop cases if th¥ values are averaged only for
surprising, since we trained the network on 2-hop scenarigs

A . A a short term.

The estimation accuracy which can be seen in Fig.6d, and’in
Fig.6e are inherent properties of packet pair separatisecda Finally we can conclude that the neural network based
techniques in a multi-hop scenario and do not depend estimation method gives better estimations if we use shori t
the method used in the available bandwidth estimation toalerages. The duration of the data collection is very ingrt
With this kind of measurement methods, where the signaturereal Internet experiments, since the traffic conditioas ¢
of different hops can affect the same dispersion curve, thbanges in small time scales. In the next section we demon-
parameters cannot be resolved with more accuracy. Besgimte the performance of the neural network based method in

of the increased error in the parameter estimation the heusest laboratory experiments.
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Fig. 7. Estimated parameters for real Internet experimpatformed in the ETOMIC testbed. The upper row presents stimated physical bandwidth, the
lower row presents the estimated available bandwidth faretidifferent case. Each case (column) represents seveedumements where the receiver node
were the same, while the colors represents the differerdesamdes.

VII. VERIFICATION IN LABORATORY EXPERIMENTS same as were used in the simulations. Theutput spacing

values were averaged fan0 consecutive probe trains.

L .,va
Every parameter estimation method needs to be valldatecl:
. . . rom the results of the neural network based parameter
in experiments performed in real networks where the network

. stimation we can conclude that the accuracy of the paramete
parameters can be controlled. It is needed to compare o :
. - estimation remains accurate for both relevant networkrpara
estimated quantities to the real ones. We performed ladagrat . . : : .
. ; . . eters. The physical bandwidth can be estimated with higher
experiments in a small testbed which consists of 6 computers =" . : ; .
. : recision, but also the estimated available bandwidtheslu
(cross traffic generator and sink, two routers to emulate the
. . re very close to the real ones. The calculated RMS values
bottleneck link and a sender and a receiver computer for . )
. or the laboratory experiments can be found in Table I.
the probe trafic). The computers were separated from othe? fter a successful test laboratory experiments we are able t
machines and the measurement traffic was also separateé Yy exp . i
e the neural network based estimation method in real wide

from management traffic (e.g. synchronization message ? : .
In order to emulate the bottleneck router we used a sef.cd Internet experiments. In the next section we present th

developed Linux kernel module on the router computers. Th%perlments performed in the ETOMIC testbed.

link module can emulate the behavior of a link with given
bandwidth, delay, random packet drop ratio and buffer size.
In our experiments the packet drop ratio was set to 0 (i.e.
only buffer overflow could occur), also the additional delay The previously introduced neural network based estimation
was set to0 (i.e. for the physical delay), while the buffermethod is used to make our large scale available bandwidth
size was set t@00 Kbit. The cross traffic was generated bysurvey in the European Internet. To collect measuremeiat dat
the well-knownD-1 TG traffi c generator [26]. The in the real Internet we performed our measurements between
probe packets were standard UDP packets with 1400 bytae nodes of the ETOMIC Infrastructure. In our wide area
payload. The arrival time of the received packets was logge#periment we used 11 measurement nodes spreading the
at the network interface card with thpeap library. European Internet from Birmingham, UK to Jerusalem, Israel
The performed test scenario was very similar to the simnd from Chania, Greece, to Stockholm, Sweden.
ulated cases. For every test case we set a given physicdh our measurements it is important to be able to send and
bandwidth (i.e. the bandwidth parameter in the link ematati capture packets with accurate timestamping and to medsaire t
module) and also a certain cross traffic to emulate differeimfput and output spacing correctly. To achieve high preaisi
network conditions. The bandwidth values were varied in the timestamping the active measurement nodes used in the
1..10 Mbps range. The input spacing values were also theexperiments were equipped with DAG measurement cards and

VIIl. DATA COLLECTION IN THE ETOMIC
INFRASTRUCTURE



GPS receivers. The most important property of packet p&005/ KCKHAO005) and the EU IST FET Complexity EVER-
measurements is the precision of the timestamping, whiGROW Integrated Project.
determines the quality of the raw data.

During a measurement session every ETOMIC node was

used as senders and also as receivers. The order of the-serfttlef: Haga, K. Diriczi, G. Vattay and I. Csabdinderstanding packet pair
separation beyond the fluid model: The key role of traffic gharity, in

receiver pairs was fixed before the experiments to avoidscase |gge INFOCOM 2006, 23-29 April 2006, Barclona, Spain.
where a certain node is a destination for multiple sendefg. B. Melander, M. Bjorkman and P. Gunningberg, New End-to-End

Durina the experiment session after a probe pattern traasmi Probing and Analysis Method for Estimating Bandwidth Bwiticks in
9 P P P & IEEE Globecom Global Internet Synposium, November 2000.

sion is over (at the same tir_ne_ in a” the E.TOMI.C nOde%] A.B. Downey, Using Pathchar to Estimate Internet Link Characteristics
a new probe pattern transmission is following with a new in ACM SIGCOMM, 1999.

sender-receiver allocation. This path selection metholesa [4l M. Jain and C. DovrolisEnd-to-end available bandwidth:measurement,
P dynamics, and relation with TCP throughpin ACM SIGCOMM, 2002.

possible to collect measurement data from all the netWO[rE!f K. Lai and M. Baker,Measuring Bandwidthin IEEE INFOCOM, 1999.
paths between the measurement nodes. [6] S. Ekelin, M. Nilsson, E. Hartikainen, A. Johnsson, JMngs, B.

; ; ; Melander and M. BjorkmanReal-time Measurement of End-to-End
The prObe pattern used in Fhe .ETOMIC eXp.enmentS differs Available Bandwidth Using Kalman Filteringn NOMS2006, Vancouver,
from the probe pattern used in simulations, since the reteva  canada, April, 2006.

scale of the network parameters are also different in the ti D. Morato, E. Magana, M. Izal, J. Aracil, F. Naranjo, F.tixsU. Alonso,

; I. Csabai, P. Haga, G. Simon, J. Steger and G. VaBZYMIC: A testbed
cases. We use_d UDP pro_be paCkets VIO bytes payload. for universal active and passive measuremeimt§'RIDENTCOM 2005,
The real physical bandwidth values were known before the gest Testbed Award, p283-289, Trento, Italy.

experiments, all the paths between the used measurenignt. Magana, D. Morato, M. Izal, J. Aracil, F. Naranjo, F.ti&s U. Alonso,

i i ; I. Csabai, P. Haga, G. Simon, J. Steger, G. Vaffdye European Traffic
nodes has_ the mlnlmal_physmal bandwidth160 l\/lbpS. The Observatory Measurement Infrastructure (ETOMIG) IPOM 2004,
actual available bandwidth values are not known before. The ,165.169, 11 — 13 October 2004, Beijing, China.

aim of the data collection and parameter estimation is & X. Liu, K. Ravindran, B. Liu and D. LoguinovSingle-Hop Probing

; ; ; ; Asymptotics in Available Bandwidth Estimation: A SamméiPAnalysis
estimate this parameter for various network paths in theesam in ACM IMG, October 2004,

time. o ) ) [10] X. Yao, Evolving artificial neural networksProceedings of the IEEE
Due to the limited number of pages in Fig.7 we present vol. 87, no. 9, p.1423 — 1447. 1999.

; ; 1] C. Dovrolis, P. Ramanathan and D. Mookhat do packet dispersion
the estimated values for only a small fraction of the Iarg[é ]techniques measureth IEEE Infocom 2001 Rnchorffge Alaskg.

amount of COlle_Cted data. In the figure we present the resulf§; ;. strauss, D. Katabi and F. Kaashoakmeasurement study of available
only for 3 receiver nodes. Each column represents one mea-bandwidth estimation toalsn ACM IMC, 2003.

; ; ; [13] M. Jain and C. DovrolisPathload: a measurement tool for end-to-end
sur_eme_nt node, wh_|Ie th_e different colored lines represst_tmt available bandwidthin PAM 2002 Workshop, 2002,
estimations belonging different sender nodes. The blat¥ sq14; v, Ribeiro, R. Riedi, J. Navratil and L. CottrelpathChirp: Efficient
line shows the average of the different colored curves. é&n th Available Bandwidth Estimation for Network Pathia PAM 2003, La

upper row the estimated physical bandwidth can be four‘t Jolla, California, April 6-8 2003.

REFERENCES

. . . N.Hu and P. Steenkisté&valuation and Characterization of Available
The estimated values seems to be stable and their estimatioNgandwidth Probing Techniquein IEEE Journal On Selected Areas In

error is only1 — 5% (here we know the exact valuesd0 Communitacions, Vol. 21, No. 6, August 2003

Mbps for all network path between the ETOMIC nodes). IH8] pZirii%:r;{oairiirlel’c) g-sgﬁ‘itatﬁyt;’;f?c'- Csabgranular model of packet
the lower row the estimated available bandwidth values can computer Networks, Volume 51, Issue 3, 21 February 2007e$8§3-

be found. The bunching of the colored curves shows that the 698, DOI information: 10.1016/j.comnet.2006.06.002

tight link (the link with the smallest available bandwidtis) [17] http://www nlanr.net/ andhttp://wwm nlanr. net/ N
Lear n/ packet si zes. html .

usually in the incoming links of the institutes hosting theig) p. E. Rumelhart,R. Durbin,R. Golden and Y. ChauBiackpropagation:
ETOMIC nodes. This is very similar than the statement of the basic theoryLawrence Erlbaum Associates, Inc. Mahwah, NJ, USA,

; 1995
a previous tomography StUdy’ where the authors observed 8] M. Riedmiller,M. Braun,RPROP- A fast adaptive learning algorithm.

the amount Olf the in_coming traffic i_s usually higher than thé ~technical Report (Also Proc. of ISCIS VII), Universitat Kemhe, 1992
outgoing traffic [27] in the academic places (where most @f0] C. Igel, and M. Huskenlmproving the rprop learning algorithm2000.

[21] S. E. Fahlman,An Empirical Study of Learning Speed in Back-
the ETOMIC nodes are hOSted)' Propagation NetworksCMU-CS-88-162, September 1988

[22] L. Prechelt,Investigation of the CasCor Family of Learning Algorithms
IX. CONCLUSION Neural Networks 1996.

S. E. Fahiman and C. Lebierdhe cascade-correlation learning
We have demonstrated that neural networks can be a uSéﬁa]architecture, Technical Report CMU-CS-90-100, School of Computer
tool in the area of network research. The accuracy for band- gcience, Carnegie Mellon University, Pittsburgh, PA, 1990

width estimation is limited only by the precision of the iripu[24] The Fast Artificial Neural Network Library
data. Since the method does not require detailed modeli?%h“p:”'ee”' ssen. dk/ fann/
e

. . A. Pasztor,Accurate Active Measurement in the Internet and its Appli-
of the system, this scheme can be easily extended for other cations Ph.D. thesis, University of Melbourne, Victoria, Austaal2003.

problems of network analysis, too. [26] Stefano Avallone, Antonio Pescape and Giorgio Venfaalysis and
experimentation of Internet Traffic Generatdtew2an 2004 Conference,
ACKNOWLEDGMENT St. Petersburg (Russia), February 2004

] ) _[27] 1. Csabai, P. Haga, P. Matray, G. Simon, J. Stéger@nvattay,Results
The authors thank the partial support of the National Office of Large-Scale Queueing Delay Tomography Performed in fhi@NIC

for Research and Technology (NKFP 02/032/2004 and NAP Infrastructure In IEEE GIS 2006, Barcelona, Spain.



