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ABSTRACT
Computer networks have become a key infrastructure for
many different business domains. Ensuring the security of
such interoperable systems is essential in many areas. The
emergence of in-network computing and data plane pro-
grammability has opened the door to novel security ap-
proaches. Although the logic behind most novel solutions
is simple, their implementation in P4 is often complex for a
non-domain expert or requires problem-specific languages
and code generators. Existing in-network approaches only
solve specific subproblems and are not general purpose. In
this paper, we show how the open-source P4 code genera-
tor called P4RROT can simplify the implementation of var-
ious in-network security applications. To demonstrate its
applicability, we reproduce three recent P4-based security
methods. During the implementation, we extended P4RROT
with new primitives needed for such applications and also
added support for Intel Tofino ASICs. The complexity of the
corresponding P4RROT codes is a magnitude lower than the
investigated original P4 programs.
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1 INTRODUCTION
Quickly reacting to changes in a fast-paced, agile world is cru-
cial. Building prototypes and speeding up the development
process is beneficial for almost every IT project. One of these
constantly changing areas is network security. Delaying a
response to newly discovered security vulnerabilities can in-
cur costs of up to 4.35 million USD (the average cost of a data
breach), as reported in [11]. Software Defined Networking
and programmable data planes have opened the door for in-
network security solutions. By investigating security issues
in the packet processing pipeline, these in-network methods
have the advantage of detecting and even mitigating mali-
cious activities at line rates. They also offer network-wide
plug-and-play solutions without the need for modifying the
end-hosts. P4 has proven useful for developing custom and
standard security functions in the data plane. However, data
plane program development in P4 still requires more or less
domain-specific knowledge, esp. in cases of hardware targets
(e.g., Tofino ASIC). To speed up the reconfiguration and the
customization of their pipelines, P4Guard [3] and Poise [8]
introduce an extra abstraction layer on top of P4. In addition
to application-specific approaches, P4RROT [6] was recently
proposed as a general purpose P4 code generator. P4RROT
is a P4 code generator library written in Python, mainly
focusing on offloading application-layer logic and general
computing tasks to the data plane. The code generator takes
two inputs: a P4 template code and the high-level description
of the required processing using P4RROT’s API. The tem-
plate itself is a directory containing a skeleton of a general
P4 program. It also needs to have certain hooks (e.g., define
macros and include files) where the code generator can in-
ject the custom logic. The custom processing is described
using P4RROT’s API. It heavily builds on method chaining to
provide an intuitive interface similar to TensorFlow, Keras,
and other popular libraries. P4RROT produces P4 code that
can be later compiled to the target device.
In this work, we investigate whether the descriptive ca-

pability of P4RROT is sufficient to reproduce in-network
security applications and what advantages we obtain com-
pared to native P4 implementations. P4RROT is currently in
a relatively early stage. During our study, we had to extend
the library with additional functionalities needed to repro-
duce the selected network security methods. Moreover, it
only supported the V1Model architecture that can be used
on Netronome smartNICs and the BMv2 software switch.
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We have also added Tofino support to the code generator,
enabling its application in high-speed environments.

During our investigation, we first selected and then reim-
plemented three existing in-network security methods in
P4RROT. We compared the P4RROT-based implementations
to the original ones. More concretely, we have realised port
knocking functionality similar to P4knocking [18]. Following
P4Guard [3], we have created a simple firewall component
that patches an NTP (Network Time Protocol) vulnerabil-
ity [7]. Finally, we have reproduced the results of the in-
network passive OS-fingerprinting method called P40f’s [1].
We added missing features to P4RROT when they were re-
quired.
Our key contributions are as follows: 1) We investigated

three in-network security applications, and identified the
missing features of P4RROT needed for reproducing them.
2) We extended the P4RROT code generator with additional
functionalities implementing the necessary features of se-
curity applications. 3) We added support to P4RROT for
generating Tofino ASIC-compatible P4 code (TNA model),
enabling the development of line-rate security solutions run-
ning on fast hardware data plane. 4)We showed that P4RROT
has the potential to lower code complexity, and allow the
developer to focus on the application logic instead of P4 and
hardware specific details, while the generated codes have
effectively the same behavior as the original P4 programs. 5)
We made the source code added to P4RROT1 and the evalua-
tion artifacts2 publicly available.

2 BACKGROUND AND RELATEDWORK
Software Defined Networking and P4. To provide com-
puter networks with a high degree of flexibility and scalabil-
ity Software Defined Networking (SDN) introduced a new
way of programming abstractions by decoupling the data
and the control plane functionality. While the literature of
control plane programmability has a rich past, difficulties
of programmable and portable data planes are only recently
gaining attention. To offer network developers the desired
flexibility, specialized programming languages have been
developed. These languages enable experts to describe the
entire packet processing pipeline in a protocol-independent
manner using high-level abstractions. P4 [2] is one of the
most widely supported programming language propositions,
with support from both industry and academia. It has nu-
merous compilers for diverse software and hardware tar-
gets, ranging from general-purpose processors, FPGAs and
SmartNICs, to custom-designed sets of ASICs such as Intel
Tofino. The wide range of targets that can run P4 code of-
fers great flexibility in choosing the appropriate device for a

1Source code: https://github.com/Team-P4RROT/P4RROT
2Eval. artifacts: https://github.com/kkaroly42/P4RROT_Security_Apps

wide range of situations. However, it is important to keep in
mind that different targets might have different restrictions.
For example, in some devices we might find that the use of
match-action tables is treated very liberally (in the sense of
the number of entries, action complexity, etc.) while the use
of registers is more restricted while in other cases we might
find the opposite.
In-network security. The emergence of in-network com-
puting offers new opportunities to protect networks more
efficiently and effectively, resulting in numerous research
works. H. Gondaliya et al. [4] investigate the feasibility of
P4-based anti-spoofing mechanisms (ASM) for IP source
addresses. M. Mönnich at al. [13] implemented a Router
Advertisement Guard (RA-Guard) [10] using P4 to defend
IPv6 networks against router spoofing attacks. D. Scholz et
al. [16] offer a solution for protecting entire networks from
SYN flood attacks using P4 and programmable data planes. K-
meleon [12] is an in-network online change detection system
that can be used as part of intrusion detection. It identifies
heavy-changes instead of changes amongst heavy-hitters
only. While the development of these security features in
programmable data planes is a well-studied area, implemen-
tation usually requires knowledge of the P4 language. Further
research can be found in the survey [9].
Code generators for P4. Numerous works leverage P4
by generating P4 source code to speed up the data plane
development or to simplify the description of specific use
case-dependent behaviour. Graph-To-P4 [19] generates boil-
erplate code for parser graphs. Lucid [17] is a programming
language compiling to Intel Tofino compatible P4 code. It pro-
vides event-driven abstractions and a domain-specific type
system. V. Nathan et al. [15] propose a network monitoring
method involving the compilation of Marple [14] queries
to P4 programs. Sonata [5] offers a declarative interface to
express queries for a wide range of common telemetry tasks
partially running on programmable switches. It also features
method chaining and security use cases. Poise [8] compiles
BYOD (Bring Your Own Device) policies to P4 switch data
plane programs and device configuration files to enforce
access control based on dynamic runtime context.
In contrast to these problem specific code generators,

P4RROT aims to be a general purpose P4 code generator
that can be used to reduce the implementation complexity of
any in-network computing tasks including security solutions
examined in this paper.

3 P4GUARD-LIKE HOTFIXES
In many cases, network exploits are simple enough so that
they can be identified by comparing the values of possibly
malicious packets to stored signatures. Creating and deploy-
ing an in-network hotfix for an exploit could be essential
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action setter_action_uid4_true()   { exploit = 1; }

action setter_action_uid4_false() { exploit = 0; }

table exact_match_table_uid3 {

    key = { hdr.genhdr_uid1.origin_timestamp: exact; }

    actions = {

        setter_action_uid4_true;

        setter_action_uid4_false;

    }

    size = 1;

    const default_action = setter_action_uid4_false;

}

 
fp.add(CheckControlPlaneSet(["origin_timestamp"], "exploit", size=1 ))

 

 Python

 P4

Figure 1: Example usage and P4 output of
CheckControlPlaneSet command

for a lot of reasons. A trustworthy patch for the vulnerable
software might not exist yet or first we might need to make
sure that installing it wouldn’t create problems on its own
in our system. P4Guard is a software-based firewall that can
tackle these security challenges. It is protocol-independent
and platform-agnostic, making it a versatile solution.
Network Time Protocol (NTP) in its current (at the time

of writing this paper) is quite safe against attacks outside the
network when it is configured well, but the same thing can’t
be said about its outdated versions that are still in use on a
surprisingly high number of servers.

3.1 Our implementation with P4RROT
As an example we created NTPGuard, a really simple ap-
plication written with the use of P4RROT, which is meant
to block packets carrying malicious payloads aiming to ex-
ploit one of NTP’s well-known vulnerabilities (detailed in
CVE-2015-8138). This application is comparable to the ones
created with P4Guard.

To this endwe created a CheckControlPlaneSet P4RROT
command that creates a match-action table that compares
the fields of interest to the values stored as table entries and
returns a boolean value representing whether the observed
packet carries data stored on the switch or not. Note that
the permanent addition of this command to P4RROT could
also be useful for other use cases since the task of looking up
whether a value (or tuple of values) is already stored on the
device is quite common in in-network applications. Using
match-action tables with exact matching to perform this task
is also quotidian, since these use the relatively ’cheap’ SRAM
and lead to readable and easily extendable code.

4 P4KNOCKING
Port knocking is a well-established security solution that is
commonly deployed to prevent attackers from port scanning
a server andmapping out its available services. In its simplest
form, the user must send one or more UDP or TCP packets to
the designated port(s) in order to gain access to the internal

network. The “knocking“ part can range from sending a
single packet to a designated port to a complex sequence of
packets sent to static or dynamically calculated ports, even
taking into consideration the time gap between consecutive
packets.

With the use of P4RROT, our main focus is to create flexi-
ble building blocks that allow network administrators to be
creative and easily deploy port-knocking solutions that meet
their network’s requirements. We believe that, based on our
work, anyone with a sufficient oversight of the technologies
involved can create their own knocking mechanism with
minimal effort.

Port knocking among other uses can be a last resort against
reverse shells and malware ’talking home’. This, of course,
stipulates that the malicious code running in our network
was written without exact knowledge of the security mea-
sures, or we can create dynamic sequences looking random
enough to minimize the likelihood of giving away a com-
plete solution even if a malicious actor can observe the entire
network traffic.

A bit more complicated and less-traditional scenario is de-
ploying port-knocking solutions in data centers for accessing
network resources. The knocking mechanism can be used
to gatekeep access, e.g., to higher-than-average speed links
without requiring a central solution, letting ToR or other
switches manage this low level of access control.
All of these use cases are different from the traditional

use of port knocking in terms of their orientation and place-
ment but the core technical implementation (the knocking
mechanism) remains the same.

4.1 Our implementation with P4RROT
Simple implementation. We have created a lightweight
version of the ’Main control plane and minimal data plane
offloading solution for port ’knocking’ presented in [18] for
Tofino ASICs. To implement this solution we needed to ex-
tend P4RROT with a Digest command in order to register
the new clients identified by their source IP address. The
CheckControlPlaneSet command introduced in Section 3
can then be used to decide whether a client has already been
granted access or not. It also reinforces our presumption
about the importance of this command in in-network appli-
cations.

Abstraction for complex knocking tasks. In addition
to the simple case, we have also created a more complex
replica of P4Knocking, requesting a knocking sequence from
users. In the original P4Knocking implementation, registers
indexed by the source IP address are used to store counter
values indicating how long the user completed the knocking
sequence, while we use a state machine-based approach in
P4RROT instead.
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Figure 2: An example for Single Touch State Machine:
255 is the starting state (signified with the arrow with-
out a starting point) and 138 is the single accepting
state, signified by the double outline and green color.

In this extended application, the central question was how
to represent and update the sequence of states in a way that
ensures consistency and allows a large number of sessions
to exist simultaneously.

We propose to use a state machine as an abstraction, where
transitions are possible actions of the stored state. Each tran-
sition consists of a read operation, performs a simple logical
operation (and, or, xor) on the bit string, and stores the re-
sult. All these steps must be implemented as a single atomic
command to ensure consistency.
Note that abstracting the problem into a state machine

operating on bit strings could be beneficial for other use cases,
perhaps beyond the scope of this paper, since maintaining
state while ensuring consistency in networked applications
is often a difficult task.
Complex sequence. In this specific task, we define an

arbitrary start and accept state represented by bit strings
stored in registers. The transitions between the states are
defined as a mapping between the destination ports of the
incoming TCP packets and the bit string, the user combines
(the exact action used in the transition is predefined, but can
be easily changed at the code level) with the current state.
Mapping between target port and bit string is done with a
new ReadFromControlPlaneSet P4RROT command, which
targets the common problem of mapping values to each
other. To do so it generates a match-action table using exact
matching (in this particular case, otherwise the command
is capable of handling ternary matching as well) in which
the pairs are stored as entries, this way making the mapping
completely modifiable from the control plane.

To ensure state consistency, we needed to make sure that
reading the current state and calculating the next state is
done in a single atomic step. For this purpose, we created
the P4RROT commands XORSharedArray, ANDSharedArray
and ORSharedArray, which create register operations that
can perform a logical exclusive or, logical and, and logical or
operations respectively on the bit string stored in the register,

and the bit string requested as part of the transition. The
register actions then store it in the register and return the
result.

Fig. 2 depicts a special Single Touch State Machine where
we require each transition to be available from every state
and all states must have a path leading to the accepting state
or states. For a P4 application, such a state machine can be
realized with the use of registers storing the current state
and register actions carrying out the state transition safely.

5 OS FINGERPRINTING AND P40F
Operating System fingerprinting can be an extremely use-
ful tool for network administrators. The knowledge on the
precise distribution of applied operating systems in a net-
work can enables network administrators to deploy complex
network policies and gain deeper insight into problems that
may lead to user complaints (e.g., some software that is part
of an OS might conflict with a service causing some hard to
trace-back behaviour).
P0f monitors the network’s TCP/IP header information

and assigns a prediction on the operating system to each
stream according to the stored signatures. The method is
based on pure passive network measurements, without send-
ing probe packets and without consuming network band-
width.

P40f presented in [1] is a P4 implementation of P0f. P40f
fingerprints the traffic passing through the P4 data plane
by examining TCP/IP headers, mostly relying on TCP op-
tions. The design allows specific and generic rules to exist as
signatures, while still providing a degree of flexibility in con-
figuration. This flexibility is enhanced by the idea of fuzzy
matching, which means that if some key fields match, P40f
(and P0f too) can loosen the examination on other fields.

P40f randomly selects a number of HTTP GET packets
that the control plane analyzes. The reason for this is the
fact that these are too complex to be processed on hardware
data planes (e.g., Tofino ASIC).

5.1 Our implementation with P4RROT
To implement P40f, we only had to extend P4RROT slightly.
First, we generalized P4RROT’s Bloom filter construct
to handle tuples, as required to recognize HTTP GET
request-response sessions. Mapping the operating system
label to the TCP/IP header signatures is done by the
ReadFromControlPlaneSet command described in Sec-
tion 3. Finally, we created a binary LeftShift and a binary
RightShift command to implement the binary search used
to determine the size of the TCP window. These are neces-
sary because there is no built-in operation for division in
P4.
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Observed
code

P4Knock P4Guard P40f

P4RROT code 35 38 187
Generated P4 93 56 356
Complete gen-
erated

325 283 768

Original im-
plementation

321 - 884

Table 1: Comparison of source code lengths

6 EVALUATION
First, we evaluate the effectiveness of P4RROT as a code
generator along various metrics. We then measure the accu-
racy of the OS fingerprinting and compare it to the original
solution. Finally, we examine the functional correctness of
NTPGuard and P4Knocking implementations. Note that all
the source code used in our study and additional evaluation
artifacts are publicly available (see the links in Section 1).

6.1 Code generation
Table 1 compares the length of source code files for different
solutions of the investigated use cases. The rows of the table
include: 1) P4RROT code: the Python code using P4RROT; 2)
Generated P4: the P4 code generated directly by P4RROT; 3)
Complete generated: The P4 code generated by P4RROT and
the template created by hand; 4) Original implementation:
The code published by the original authors of the reproduced
application; Blank lines are excluded from the count, while
comments are included.
We observed that in cases where a comparison can be

made, both the Python code generating the solution and the
generated P4 files are shorter than the original implementa-
tion or approximately the same length. Naturally, we don’t
want to claim that code length is a good measure of any
quality of an implementation. We believe this comparison
shows that using the highly reusable template provided in
P4RROT and a well-thought-out design in mind, it is faster to
write an order of magnitude less Python code than to write
P4 code directly.
Of course, there may be cases where the exact operation

or construct required to solve a particular problem is not
available in P4RROT and would be too much work to im-
plement. Even in these cases we can presumably produce
P4 code base quickly, which can be modified manually. We
believe this mindset aligns with P4RROT’s goal of being a
support tool rather than a replacement for P4 programming.

Table 2 summarises the resource usage of the applications
implemented by us using the Tofino Native Architecture. We
used SDE 9.4.0 to compile the P4 code.

We observed that using P4RROT to create our implemen-
tations didn’t come at an unreasonably high cost, as we used

Resource P4Knock Extended
P4Knock

NTPGuard

Stages 25% 25% 16.7%
SRAM 1.3% 2.0% 0.4%
TCAM 0% 0% 0%
ALU 0% 2.1% 0%

Table 2: Used resources on Tofino

well under 50% of all types of resources, leaving space for
potential further functions. Unfortunately, we were unable
to make a direct comparison with the original implementa-
tions due to several reasons. For P4Guard we couldn’t find
a publicly available code base and the other applications
weren’t implemented with the Tofino Native Architecture.
While P40f does have an implementation for Tofino, we used
the original version designed for the BMv2 software switch
as a basis for our work.

6.2 Accuracy of OS fingerprinting
To test our p40f implementation we compiled our solution
and the original one with the p4c compiler and ran them on
the BMv2 software switch. Since the signatures and packets
used in the original P40f paper weren’t at our disposal we
couldn’t exactly reproduce the evaluation steps described
there, but we did compare the results given by the original
and our implementation on part of the CIC-IDS2017 dataset.
In this comparison the labels generated by the two imple-
mentations were exactly the same. Based on this, we claim
that we managed to reproduce P40f for BMv2 with the use
of P4RROT quite adequately.

6.3 Functional evaluation of NTPGuard and
P4Knocking

To test whether our implementation of NTPGuard and
P4Knocking really perform the tasks they are supposed to
we sent some sample traffic through them. In both cases, we
monitored the packets entering and exiting the Tofino model
(ASIC emulator). We made the resulting files and scripts pub-
licly available in order to make our claims easily verifiable
(see the link in Section 1).

To evaluate the efficiency of our P4Knocking implementa-
tions we conducted a test by attempting to establish an SSH
connection through the model. The test consisted of two
attempts: one in which the required port knocking sequence
was not performed, and another in which the sequence was
performed. The results demonstrated the correctness of our
implementation, as the first attempt failed while the second
attempt was successful.

In the case of NTPGuard we sent structurally correct but
randomly generated NTP packets into the model. Roughly
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half of the packets constituted an exploit. The results indi-
cated the correct functioning of the application, as all packets
constituting an exploit were successfully filtered.

7 DISCUSSION
We found P4RROT well-suited to support network-security
use cases, and we successfully reproduced the solutions of
three prior works. While admitting that comparing number
of lines is not a good measurement of quality, we believe
that our results (summarized in Table 1) strengthen the point
that using P4RROT’s highly reusable commands can speed
up the implementation of P4 applications.

Its higher abstraction-level enables to quickly experiment
with new ideas like the Single Touch State Machine (STSM)
construction described in Section 4. With the use of P4RROT
we were able to build it quickly into our solution. Further
exploration of STSMs seems very promising, as they provide
a general solution to the problem of keeping track of state
while maintaining consistency. In the future we would like
to evaluate the prospect of creating disaggregated STSMs,
employing STSMs in other use cases and the benefits of
further mathematical constraints on the abstract model.
Although P4RROT’s design is not created for non-whole

byte length special fields and flags, it is able to accommodate
them. During our work, we contributed multiple missing fea-
tures and support for the Tofino Native Architecture (TNA).

In this work, we focused on security use cases, and it will
probably remain a constantly changing area requiring fast
patches and quick adaptation providing ground for numer-
ous similar projects. However, P4RROT is not exclusively
focused on security but instead aims to facilitate high-level
application layer logic and general computing. One of the
other potential areas is natural science projects dealing with
high-throughput network traffic.
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