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Hello!

2

ÅWelcome to Computer Networks
ÅAre you in the right classroom?

ÅOkay, good.

ÅWho am I?
Å{łƴŘƻǊ [ŀƪƛΣ tƘ5

ÅAssistantProfessor at Dept. Of InformationSystems

Ålakis@inf.elte.hu

ÅOffice: Southern Building, Room2.506

ÅOffice Hours: 10-11 Thursday, in room 2.506

mailto:cbw@ccs.neu.edu


Why Take This Course?
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ÅHow many of you have checked your e-ƳŀƛƭΣ C.Σ ǘŜȄǘΧ
ÅToday?

ÅIn the past hour?

ÅSince I started talking?



Computer networks are ubiquitous
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ÅNetworks touch every part of our daily life
ÅWeb search

ÅSocial networking

ÅWatching movies

ÅOrdering merchandise

ÅWasting time



Computer networks are ubiquitous
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ÅNetworking is one of the most critical topics in CS
Å¢ƘŜǊŜ ǿƻǳƭŘ ōŜ ƴƻΧ
ÅBig Data

ÅCloud

ÅApps or Mobile Computing

ÅΧ ǿƛǘƘƻǳǘ ƴŜǘǿƻǊƪǎ



The Internet
a reallyexcitingplace



17.1 billion



17.1 billion
number of devices connected toInternet in 2016 (estimation*)

* Cisco Visual Networking Index 2016τ2021



27.1 billion
number of devices connected toInternet in 2021(estimation*)

* Cisco Visual Networking Index 2016τ2021



~3 exabyte
the daily total Internet traffic in 2016 (estimation*)

[1EB = 1018 Bytes= 1 000 000 000 000 000 000 Bytes]

* Cisco Visual Networking Index 2017



If = 1 Gigabyte



~ 1 exabyte



~9 exabyte
the daily total Internet traffic in 2021(estimation*)

* Cisco Visual Networking Index 2017



~55%
video traffic of the total Internet traffic in 2016 (estimation*)

* Sandvine2016 Global Internet Phenomena



* Sandvine2016 Global Internet Phenomena
(https://www.sandvine.com/hubfs/downloads/archive/2016-global-internet-phenomena-report-latin-america-and-north-america.pdf)



~80%
video traffic of the total Internet traffic in 2021 (estimation*)

* Cisco Visual Networking Index 2017



The other sideΧ



Internet traffic from/to Egypt in January 2011

* http://huff.to/1KxxoZF



Syria- 2013

* aljazeera.com



* https://www.wired.co.uk/article/over-50-internet-shutdowns-2016



* http://wapo.st/1UVKamr



The top-secretPRISM program

* https://www.washingtonpost.com/wp-srv/special/politics/prism-collection-documents/



ÅCan the Internet Service Provider (ISP) 
selectively slow down traffic?

Network Neutrality

* http://nyti.ms/2kZUnDA * http://nyti.ms/2CkTbRR





NetflixVS ISPs

The Netflix-Comcast conflict

Who should pay for the Internet connection?

* https://freedom-to-tinker.com/2015/03/25/why-your-netflix-traffic-is-slow-and-why-the-open-internet-order-wont-necessarily-make-it-faster/





NetflixVS ISPs

Who should pay for the Internet connection?

Netflix downloadrate droppedto
0.5 Mbps in New York becauseof the

congestionon Cogentlinks

* https://arstechnica.com/information-technology/2014/10/study-comcast-and-verizon-connections-to-cogent-dropped-below-0-5mbps/



NetflixVS ISPs

Who should pay for the Internet connection?

Netflix starts paying.

* https://arstechnica.com/information-technology/2014/10/study-comcast-and-verizon-connections-to-cogent-dropped-below-0-5mbps/



A Fragile place



* https://dyn.com/blog/widespread-impact-caused-by-level-3-bgp-route-leak/



ÅA little outage
ςfor more than 90 mins

ÅAffectedmillions of users from the US and world-wide

ÅCause: BGP route leaking
ÅA misconfigured router directedInternet traffic 

from its intended path to somewhere else.

We have a little problem
hereΧ



* https://dyn.com/blog/widespread-impact-caused-by-level-3-bgp-route-leak/



August 2017

* https://www.theregister.co.uk/2017/08/27/google_routing_blunder_sent_japans_internet_dark/



ÅPeople also often mistakenly destroy
their own infrastructure

Human factor



ÅPeople also often mistakenly destroy
their own infrastructure

Human factor

αHuman factors are responsible
for 50% to 80% of network outagesΦέ

Jupiter Networks, ²ƘŀǘΩǎBehindNetwork Downtime?, 2008



Data networks work better 
during week-ŜƴŘǎΧJ



Computer NetworksCourse



Å¦ƴŘŜǊǎǘŀƴŘ Ƙƻǿ ŀƴŘ ǿƘȅ LƴǘŜǊƴŜǘ ǿƻǊƪǎΧ

ÅMain topics
ÅAddressing
ÅHow to address devices, services and protocols?

ÅLayering
ÅHow to handle complexity?

ÅRouting
ÅHow to go from A to B?

ÅReliability
ÅHow to communicate reliably over an unreliable mediums?

ÅResource sharing
ÅHow to divide scare resources among competing parties?

Goals of this course



Skillsςthat are also essential in Matrix

Trinity from Matrix Reloadedrunning a port scan, using the toolnmapΧ



Sources
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ÅSlides:
Åhttp://lakis.web.elte.hu

ÅBooks ĄĄĄĄĄĄ

http://lakis.web.elte.hu/


Teaching Style
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ÅI am a network researcher
ÅThings make sense to me that may not make sense to you

ÅIf youdo not understandsomething, do not be shyto stop meand ask

ÅSeriously, ask questions!!!

ÅStanding up here in silence is very awkward

ÅI will stand here until you answer my questions

ÅHelp me learn your names
ÅSay your name before each question



Course= Lecture+ Practice
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ÅPractice
ÅLecturerΥ tŜǘŜǊ ±ǀǊǀǎΣ Teachingassistant

ÅRequirementswill be announcedat the first class

ÅLecture
ÅAfter a successfullypassedpracticalǇŀǊǘΧ

ÅFinalexamat end of the semester
Åoneoccasionper weekin the examperiod

Åwritten examςtests+ essay



Cheating
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ÅDo not do it
Å{ŜǊƛƻǳǎƭȅΣ ŘƻƴΩǘ ƳŀƪŜ ƳŜ ǎŀȅ ƛǘ ŀƎŀƛƴ

ÅCheating is an automatic zero
ÅWill be referred to the university for discipline and possible expulsion



Final Grades
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ÅAt the end of the semester, all of your grades will sum to 100 points

ÅFinal grades are based on a simple scale:
Å5 - >85, 

Å4 - 70-85, 

Å3 - 60-70, 

Å2 - 50-60, 

Å1 - 0-50



After typeingwww.google.cominto a browser,

and pressing enterΧ

What happens?

Can you list any technologies, 
principles, 

protocols and 
ŀǇǇƭƛŎŀǘƛƻƴǎ ǳǎŜŘΧ

http://www.google.com/


Overview
What is a network made of?



Three main components



Data sending and receiving end-points

Computer in a car

Pacemaker

Smartphone

Windows PC

iPadSmart Fridge

SmartTV

Linux server

Drone



Data forwardingswitchesand routers
Data forwarding towards a destination

switch/
router



Homerouter data centerrouter Internet core

router

~20 cm ~50cm >200 cm

0,5 kg ~ 5 kg ~700 kg

1 Gbps 1,8-6,5 Tbps 12,8 Tbps

(up to 922 Tbps)

Routers
different sizes, features and applications



Kbps? Mbps? Tbps?

ÅBandwidth
The bandwidth is used to measure and quantify the available or used
communicationresources. It is expressedin bit per second(bps), meaninghow
manybits canbe transmittedin a second.

8*103 bit/sec 1 KB/s Kilobyte

8*106 bit/sec 1 MB/s Megabyte

8*109 bit/sec 1 GB/s Gigabyte

8*1012 bit/sec 1 TB/s Terrabyte

8*1015 bit/sec 1 PB/s Petabyte

8*1018 bit/sec 1 EB/s Exabyte

SI standard

52



Links
connect end-points to switches and switches to each other

linkek



Copper cable
ADSL, RJ-45, Coax

Optic fiber

Wireless

Links ςexamples



* https://www.submarinecablemap.com/



Somewhere in Manhatten
wŜƴŞ Descart

cable ship

Deepseecable fixing



Internet = Network of networks



Internet = Network of networks

Phone company

CabelTVcompany

University net

Enterprise net

Internet Service Providers= ISPs



Internet access over phone network

Phone company

Digital SubscriberLine (DSL)
ÅProviding high bandwidth access to households over 

phone lines

?????????????



Internet access over phone network

Phone company

Digital SubscriberLine (DSL)
ÅProviding high bandwidth access to households over 

phone lines

Å3 channel
ÅDownstream data channel
ÅFew hundredMbps

ÅUpstream data channel
ÅFew tensMbps

ÅTwo-way phone channel
ÅOnly voice

Why is it asymmetric?



Over CableTV network

CableTVcompany

CableAccess Technology(CATV)
ÅProviding high bandwidth access to households over 

cable tv network

ÅDownstream data channel
ÅFew hundredMbps

ÅUpstream data channel
ÅFew tensMbps

Å In contrast toADSL, the medium is shared among 
households.

Copper coax cable



Ethernet is widely used for Local AreaNetworks(LAN)

University net

Enterprise net

Twisted pair copper
SFP+ ActiveOptical

1 Gbps, 10 Gbps, 40 Gbps, 100 GbpsΣ Χ
Symmetricςfull-duplex

100 GbpsNIC



ÅCellularςsmart phones

ÅSatelliteςlong distance communication in areas without infrastructure

ÅFTTHςhouseholds

ÅOptical cables(fibers, darkfibers) ςInternet backbone

ÅInfinibandςHPC clusters

ÅΧ

Further technologies



Overview
How to share network resources?



3 important requirements for the topology

ÅFault tolerance
Åseveral paths between each source and destination

ÅFlexible
ÅPossess enough sharing to be feasible & cost-effective

ÅNumber of links should not be too high

ÅEnough per-node capacity
Ånumber of links should not be too small

How does the Internet core look like?



Fully Chain/Ring Bus
connected
(Full-mesh)

[ŜǘΩǎ ǎŜŜ ŀ ŦŜǿ ǎǇŜŎƛŀƭ ǘƻǇƻƭƻƎȅ
Internet is different...

Advantages

Disadvantages



Switched design

Switched networks provide
reasonableand flexiblecompromise

Advantages

Disadvantages

Sharing and per-node capacity can be adaptedto fit the network needs

Require smart devices to perform: forwarding, routing, resource allocation



Sharing links and switches

Sharedƭƛƴƪ Şǎ switch
(network) resources: they 
are used by multiple flows 

in parallel

Network flow: The communication/traffic 
between two end-points.
(different definitionsςtraffic that somehow 
belongs together)



Resource handling
Two different approaches for sharing

Reservation On-demand

Reserve the needed 
bandwidth in advance

Flow-level multiplexing

Send data when needed

Packet-level multiplexing



ÅAssume, each source needs 10 
Mbpsbandwidth

ÅWhat do they get with:
ÅReservation

ÅOn-demand

Which one is better?

srcs dsts

30 Mbps



Assume the following peak demand 
and flow duration

Time

src#1

src#2

src#3

10 Mbps

11 Mbps

13 Mbps



Assume the following peak demand 
and flow duration

Time

src#1

src#2

src#3

10 Mbps

11 Mbps

13 Mbps

What does each source get with reservationand on-demand?

First-comefirst-served
Equal(10 Mbps)



Each flow has
ÅPeak rate: P

ÅAverage rate: A

Reservation must reserveP
Åbut the level of utilization is A/P

ÅP=100 Mbps, A=10 Mbps, the level of utilization= 10%

On-demand can usually achieve higher level of utilization
Ådepends on degree of sharing and burstiness of flows

Peak vs average rates



If P/A is small, reservation makes sense
Åvoice traffic has a ratio of 3 or so

If P/A is big, reservation wastes resources
ÅData traffic is bursty
ÅTheP/Aratios >100are common

¢ƘŀǘΩǎ ǿƘȅ ǘƘŜ ǇƘƻƴŜ ƴŜǘǿƻǊƪ ǳǎŜŘ ǊŜǎŜǊǾŀǘƛƻƴǎ

Χ ŀƴŘ ǿƘȅ ǘƘŜ LƴǘŜǊƴŜǘ ŘƻŜǎ ƴƻǘΗ

Which one is better?
Lǘ ŘŜǇŜƴŘǎΧ



If P/A is small, reservation makes sense
Åvoice traffic has a ratio of 3 or so

If P/A is big, reservation wastes resources
ÅData traffic is bursty
ÅTheP/Aratios >100are common

¢ƘŀǘΩǎ ǿƘȅ ǘƘŜ ǇƘƻƴŜ ƴŜǘǿƻǊƪ ǳǎŜŘ ǊŜǎŜǊǾŀǘƛƻƴǎ

Χ ŀƴŘ ǿƘȅ ǘƘŜ LƴǘŜǊƴŜǘ ŘƻŜǎ ƴƻǘΗ

Which one is better?
Lǘ ŘŜǇŜƴŘǎΧ



Implementation

Packets

Packet-switching
e.g. Internet

Circuit-switching
e.g. landline phone networks

Reservation On-demand



Used for reservation 
management

1. srcsends a reservation request for 10Mbps to dst

2. ǎǿƛǘŎƘŜǎ άŜǎǘŀōƭƛǎƘ ŀ ŎƛǊŎǳƛǘέ

3. srcstarts sending data

4. srcǎŜƴŘǎ ŀ άǘŜŀǊŘƻǿƴ ŎƛǊŎǳƛǘέ ƳŜǎǎŀƎŜ

Circuit-switched networks rely on
the ResourceReservationProtocol

10 Mbps?
10 Mbps?

10 Mbps?

OK

OK

OK



Data transfer using circuit-switching

switch switch

T
im

e

Circuit establishment

Data transfer

Circuit teardown



BurtsytrafficςBad performance

switch switch

T
im

e

Circuit establishment

Data transfer

Circuit teardown

Thecircuit is mostly idleΧ



Short messagesςBad performance

switch switch

T
im

e

Circuit establishment

Data transfer

Circuit teardown

T1

T2

T3

T1 + T3 > T2



Further problems ς
ƛǘ ŘƻŜǎƴΩǘ ǊƻǳǘŜ ŀǊƻǳƴŘ ǘǊƻǳōƭŜ

Failure

Circuit established

New circuit is needed for 
restoring the communication



Pros Cons

Predictableperformance   Low efficiency

Burstytraffic

Short flows

Simple and fast switching Complexity of circuit establ./teard.
once circuit established Increased delay

New circuit is needed in case of failures

Pros & Cons



Implementation

Packets

Packet-switching
e.g. Internet

Circuit-switching
e.g. landline phone networks

Reservation On-demand



Data transmission in individual packets

Packet-switching

switch

A: src C: dst

B: src

Each packet carries ŘǎǘΩǎaddress

No global coordination
Packets can conflict 

with each other

Buffering is needed for handling 
bursts.



Buffering to handle temporal overloads

Packet-switching

switch

!Υ ŦƻǊǊłǎ /Υ ŎŞƭłƭƭƻƳłǎ

.Υ ŦƻǊǊłǎ



Buffering to handle temporal overloads

Packet-switching

switch

!Υ ŦƻǊǊłǎ /Υ ŎŞƭłƭƭƻƳłǎ

.Υ ŦƻǊǊłǎ



Failure tolerance

Failure

Forwarding path

After failure, S1 
determines the new 
route.

S1



Pros Cons

Efficient resource management Unpredictable performance

Simple implementation Buffer management and congestion 
control is needed

Failure tolerance

Pros & Cons



Internet is packet-switched



Overview
How to organize the network?



Internet = Network of networks

Phone company

CabelTVcompany

University net

Enterprise net

Internet Service Providers= ISPs



What is Internet?

ÅNetwork of networks

ÅLargest Wide Area Network

ÅProperties

ÅSystem independent

ÅNo central control

ÅBuilt from LANs

ÅGlobal

ÅEnables services like WEB, file 
transfer, etc.

CƻǊǊłǎΥ 
[1]

92



ISP ςInternet Service Provider

Access ISP

Access ISP

Access ISP

Access ISP



Access ISP
Access ISP

Tier-2 ISP Tier-2 ISP

Tier-1 ISP Tier-1 ISP



Tier-1 has no provider

international

Tier-2 provides transit to Tier-3słǘƧłǊłǎǘ

national Have at least one provider

Tier-3 do not provide any transit

local Have at least one provider

Hierarchical structure of Internet
provider-customerrelations

Tier-3 ISP

Tier-2 ISP

customer

provider



Access ISP
Access ISP

Tier-2 ISP Tier-2 ISP

Tier-1 ISP Tier-1 ISP

customer

provider

customer

provider

customer

provider

customer

provider

provider



Tier-1 has no provider

international

Tier-2 provides transit to Tier-3słǘƧłǊłǎǘ

national Have at least one provider

Tier-3 do not provide any transit

local Have at least one provider

Hierarchical structure of Internet
provider-customerrelations

~50.000 networks

Few docents

Few thousands

85-90%



Access ISP
Access ISP

Tier-2 ISP Tier-2 ISP

Tier-1 ISP Tier-1 ISP

multihoming



¢Ƙƛǎ ƛǎ ƪƴƻǿƴ ŀǎ άǇŜŜǊƛƴƎέ

Some networks have an incentive to connect 
directly, to reduce their bill with their own provider



Access ISP
Access ISP

Tier-2 ISP Tier-2 ISP

Tier-1 ISP Tier-1 ISP
peer peer

peer peer

peer

peer



Infrastructure/physical costs

of provisioning or renting physical links

Bandwidth costs

a lot of links are not necessarily fully utilized

Human costs

to manage each connection individually

Interconnecting each network to its neighbors
one-by-one is not cost effective



Internet eXchangePoints (IXPs) solve these problems

by letting many networks connect in one location



Access ISP
Access ISP

Tier-2 ISP Tier-2 ISP

Tier-1 ISP Tier-1 ISP

IXP



Two days of anIXPςDE-CIX Frankfurt

* https://www.de-cix.net/en/locations/germany/frankfurt/statistics



Brief history of Internet



Phone networks= the communication network

fully circuit-switched

People wanted to use networks for other things

defense, computers, etc.

circuit-switching does not fit to these new requirementsΧ

inefficient for burstyloads and not resilient

¢ƘŜ LƴǘŜǊƴŜǘ ƘƛǎǘƻǊȅ ǎǘŀǊǘǎ ƛƴ ǘƘŜ ƭŀǘŜ рлΩǎΧ



How can we design a more resilientnetwork?

Χ led to the invention of packet switching

How can we design a more efficientnetwork?

Χ also led to the invention of packet switching

How can we connectall these networks together?

Χ the invention of Internet as we know it

Three main questions

Paul BaranRAND

Leonard Kleinrock
UCLA

Vint Cerf& Bob Kahn
DARPA



Advanced Research ProjectsAgencyNETwork (ARPANET)

¢ƘŜ слΩǎ ǿŀǎ ŀƭƭ ŀōƻǳǘ ǇŀŎƪŜǘ ǎǿƛǘŎƘƛƴƎΧ

UCSB

SRI

UCLA

UTAH

STAN SCD

RAND BBN

ILLINOISMIT LINCOLN

HARVARD BURROUGHS

CRAN

CASE

1969 december

1970 july

1971 march



ARPANET

April 1972

109



ARPANET

September 1972

110



ARPANET



29. Oct. 1969 Leonard Kleinrock from UCLAtries to log in
a Stanford computer

UCLA

Stanford

The first message over the Internet

Wetyped the[Χ Doyouseeit?
Yes! Weseethe L

Wetyped thehΧ Doyouseeit?
Yes! Weseethe O

Wetyped the G.
Χ and the system crashedΧ

* http://ftp.cs.ucla.edu/csd/first_words.html

: α[hέ



1971 Network ControlProgram (NCP)

Predecessor of TCP/IP

1972 Email andTelnet

1973 Ethernet

1974 TCP/IP

Paper of Vint CerfandBob Kahn 

¢ƘŜ тлΩǎ ŀōƻǳǘ Ethernet, TCP/IP andŜƳŀƛƭΧ



1983 NCPto TCP/IP

DomainNameService (DNS)

1985 NSFNet(TCP/IP)

198x First Internet crashes caused by congestion

1986 Van Jacobson saves the Internet

congestioncontrol

улΩǎ ǿƘŜƴ TCP/IPwent mainstream



Van Jacobson



1989 ARPANET closed

Birth of theWEB

Tim BernersLee (CERN)

1993 First search engine(Excite)

1995 NSFNetclosed

1998 Google reinvents searching

90Ωǎςthe Internet going commercialΧ


